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Preface

1. Preface
1.1 Intended Audience

This document is intended for the following audience:
e  Customers

° Partners

1.2 Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

1.3 Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=trs if you are hearing impaired.

1.4 Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e Introduction

e Configuration / Installation of pre-requisite software’s

1.5 Related Information Sources

For more information on Oracle Banking APIs Release 18.1.0.0.0, refer to the following
documents:

e Oracle Banking APIs Licensing Guide
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Introduction

2. Introduction

This guide helps you to do the pre-requisite setup required before the execution of OBAPIs
18.1.0.0.0 Installer.

More details about each task are explained in detail in following sections.

2.1 Software List

Software Name Version Mandatory
Software

Operating System ORACLE LINUX 7.x Y

Oracle Database 12.2.0.1.0 Y

Oracle Java Development Kit 1.8.0_131 Y

Oracle WebLogic 12.2.1.2.0 Y

Oracle Weblogic Infrastructure 12.2.1.2.0 Y

Oracle Web Tier Suite 11.1.1.9.0 Y

Oracle Webgates Suite 11.1.2.3.0 N*

Oracle Installer — WebLogic (OAM) | 10.3.6.0 N*

Oracle Java Development Kit 1.7 N*

Oracle Identity and Access 11.1.2.3.0 N*

Management Suite (IAM)

LDAP (OUD) 11.1.2.3.0 N*

Oracle Business Intelligence 12.2.1.2.0 N**

Publisher
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Software Name Version Mandatory
Software

IBCS 17.3.1 N

Python 2.7.5 Y

Python Package: cx_Oracle 5.2.1 Y

Python Package: urwid 1.3.1 Y

Oracle Client 12.2.0.1 Y

* Required if OBAPIs Native Authentication is not used and OAM is

managing Authentication

** Required if Integration with Oracle Business Intelligence Publisher is needed.

*** Required if OBAPIs Chat bot Banking Features are used.

2.2 Pre-requisite software installation for OBAPIs Installer

Below steps assume Python 2.7.5 and Oracle Instant client is installed and available on server.
You can verify the Python and Oracle client version by executing the command as shown below:

Note: Below steps require root login on server where OBAPIs software pre-requisite are
performed (i.e. Server which host Oracle Weblogic)

cx_Oracle
Step 1: Download cx_Oracle from Python packages website.

Note: Kindly ensure correct rpm package is downloaded as per Python (2.7.5) and Oracle
database (12c) version.

For .e.g.: cx_Oracle-5.2.1-12¢c-py27-1.x86_64.rpm for Python 2.7.5 and Oracle 12c

Step 2: Login as root onto the server and install the cx_Oracle rpm package (downloaded in
earlier section).

For e.g.: We can use below command for installation

Installer Pre-Requisite Setup Guide 7
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# rpm —ivh cx_Oracle-5.2.1-12¢c-py27-1.x86_64.rpm

Urwid
Step 1: Download Urwid from Urwid (or urwid.org) website.

Note: Support version for Urwid is 1.3.1 (urwid-1.3.1.tar.gz)

Step 2: Extract the tar file as shown below

Step 3: Browse into the extracted directory and run below command

# python setup.py build_py

Note: Ensure Python 2.7.5 version should be available in PATH variable. Above execution should
be done using Python 2.7.5.

Step 4: Execute below command to perform Urwid installation

# python setup.py install
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Note: Ensure Python 2.7.5 version should be available in PATH variable. Above execution should
be done using Python 2.7.5.

Home
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3.1

3.11

3.12

Installing and Configuring Weblogic 12c with JRF

Installing and Configuring Weblogic 12c with JRF

This chapter describes the steps for installing the Weblogic Server version 12.2.1.2.0 along with
the components of Java Required Files (JRF) in the following sections respectively:

e  Section 3.1, "Installing Stand-alone Weblogic"

e  Section 3.2, " Extending the Weblogic environment with JRF "

Installing Stand-alone Weblogic

Oracle WebLogic Server is a scalable, enterprise-ready Java Platform, Enterprise Edition (Java
EE) application server. The WebLogic Server infrastructure supports the deployment of many
types of distributed applications

This chapter describes the installation tasks which contains the following sections:
e Section 3.1.1, "Pre-requisite - Installing Java 1.8"

e  Section 3.1.2, "Installing Weblogic"

e  Section 3.1.3, "Verifying the Installation”

Pre-requisite - Installing Java 1.8

e  Obtain the Java tarball pack from the Oracle Java Downloads. Download jdk-8ul131-linux-
x64.tar.gz file to a directory.

e Change the directory in which you want to install,
cd <Directory_Path>

e Unpack the tarball and install Java using the following command:
tar zxvf <Path>/jdk-8ul31-linux-x64.tar.gz

Note: You must enter the absolute path of the folder where the TAR file is located.

e Now, set the path and environment variable for Java as:
export JAVA_HOME=<Java_Install_Path>/jdk1.8.0_131
export PATH=$JAVA_HOME/bin:$PATH

Installing Weblogic

e  Obtain Weblogic 12.2.1.2.0 JAR from the Oracle Fusion Middleware Downloads. Download
fmw_12.2.1.2.0_wils.jar file to a directory.

e Now to start the installer, go to the directory where you downloaded the file.
e  Start the installer from the same directory using the below command:

java —jar <Path>/fmw_12.2.1.2.0_wls. jar

Note: You must enter the absolute path of the folder where the JAR file is located.

If you are installing on a UNIX system, and if this is the first time any Oracle product is being
installed on your system with the Oracle Universal Installer, you will are asked to provide the
location of an inventory directory. This is where the installer sets up subdirectories and maintains
inventory data for each Oracle product that is installed on this system.
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Installation Inventory Setup Screen

Installation Inventory Setup

FUSION MIDDLEWARE

Central Inventory Directory

Enter the Central inventory directory for all your oracle instaliations.The instalier will create a new
central inventory directory if it does not exist.

Inventory Directory: Uscntchlobdxdevopsl/onlnvemory J | Browse |
Enter the full path for the directory.

Operating System Croup : obdxdevopsl v_v_]

Specify a group with write permission 1o the inventory
directory

Central Inventory Pointer File

Click OK 10 create a script (createCentralinventory.sh) in the inventory directory. Run this script to
create a pointer file, which is used to identity the location of the central inventory for future
installations and administrative operations, such as patching and upgrade.

Help |

Specify the Oracle inventory directory and group permissions for that directory. The group must
have write permissions to the Oracle inventory directory.

Click OK to continue.
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Welcome Screen

r [
E Cracle Fusion Middleware lkWEic Server and Coherence Installation - Step 1 oiﬂ@mumll)tjw_ E £S5
ORACLE
Welcome e
FUSION MIDDLEWARE
\%» Welcome I
+ Auto Updates Welcome to the Oracle Fusion Middleware 12c (12.2.1.2.0) WebLogic Server and Coherence Installer.
Auto Updates
| Installation Location Use this installer to create a new Oracle home that contains the Oracle WebLogic Server and Oracle
¥
| Coherence software. You can use this software to configure a WebLogic Server domain for the
¥ Installation Type deployment of Java applications.
| -
) B i For more information, see Install, Patch, and Upgrade in the Oracle Fusion Middleware
+ Installation Summa documentation library.
Installation summary
I
T Installation Progress Context-sensitive online help is available from the Help button.
|

Installation Complete

Copyright & 1996, 2016, Oracle and/or its affiliates. All rights reserved.

Help MNext > | Cancel

The Welcome screen is displayed each time you start the installer.

Click Next to continue.
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Auto Updates Screen

(=] Cracle Fusion Middleware 12c Weblogic Server and Coherence Installation - Step 2 of B@mum00bjw

ORACLE

Auto Updates -
| FUSION MIDDLEWARE

Welcome
)

(%) [Skip Auto Updates

{ ! Select patches from directory

1
-\?.-- Auto Updates

| . .
¥ Installation Location

|

nTa Installation Type Locatic Browse
| - :

4 Prerequisite Checks () Search My Oracle Support for Updates

|

¥ Installation Summary
I

T' Installation Progress

i Installation Complete

| Help | | < Back | ﬂext>l Einis | Cancel |

Select “Skip Auto Updates” option and click Next to continue. (Kindly follow recommended
practices regarding updates depending on the setup requirements or usage.)

Installer Pre-Requisite Setup Guide 13
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Specify Installation Location Screen

M e |
E Cracle Fusion Middleware 12¢c Wﬁk Server and Coherence Installation - Step 3 of B@mumll)tjw_ EIL

Installation Location M
FUSION MIDDLEWARE

q
Welcome * Oracle Home:

Auto Updates N
Jscratchjobdxdevopsl/Oracle /Middleware - Erowse
| Installation Location
Feature Sets Installed At Selected Oracle Home: | View
Installation Type

Prerequisite Checks
Installation Summary

Installation Progress

(€€ @€

Installation Complete

Oracle Home may only contain alphanumeric, underscore (), hyphen {-) or dot() characters and it must
begin with an alphanumeric character.

Help < Back MNext > Cancel

Specify the following installation locations:
e  Oracle Middleware Home

This is the absolute path to the directory where the WebLogic Server will be installed.
Click Next to continue.
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Specify Installation Type Screen

[P Oracie Fusion Middlewars 12

ORACLE

Installation Type -————
FUSION MIDDLEWARE

¥ Welcome I

| * Weblogic Server

¥ Auto Updates

|

¥ Installation Location

1 Coherence
I\"'r'" Installation Type

| .

¥ Prerequisite Checks Complete with Examples

|

b Security Updates

+ Installation Summary = Oracle Fusion Middleware 12c WebLlogic Server and Coherence 12.2.1.2.0 =
| _ Bl Core Server

g I

T IR IERTH RS Core Application Server 12.2.1.2.0
w Installation Complete Coherence Product Files 12.2.1.2.0

Web 2.0 HTTP Pub-5ub Server 12.2.1.2.0
WebLogic 5CA 12.2.1.2.0
WebLogic Client Jars 12.2.1.2.0
= Administrative Tools
Administration Console Additional Language Help Files 12.2.1.2.0
CIEWLS Config 12.2.1.2.0
=] Database Support
Thirdparty |DBEC Drivers 12.2.1.2.0
WebLogic Evaluation Database 12.2.1.2.0
[z Open Source Components
Fusion Middleware Maven Support 12.2.1.2.0
=l Oracle Installation Infrastructure

FMW Platform Generic 12.2.1.2.0 '|
q . | »

i

Help < Back MNext > | Cancel

Following are the installation types:
e  Weblogic Server

e Coherence

e  Complete with Examples

Select Weblogic server and Click Next to continue.
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Prerequisite Checks Screen

-
E Oracle Fusion Middleware 12¢ WEIC Server and Coherence Installation - Step 5 of Q@mumll)bjw_ x
—

\lJ

|
¥

T
()
T

Prerequisite Checks

Welcome

|
¥ Auto Updates

Installation Location

|
¥ Installation Type

Prerequis ite Checks

|
¥ Security Updates

| .
¥ Installation Summary

I
T
I

Installation Progress

Installation Complete

Help

_ORACLE
FUSION MIDDLEWARE

O'

Checking operating system certification

L YR

Checking Java version used to launch the installer

| View Successful Tasks WiewLog

4 Checking operating system certification

hecking Java version used to launch the installer

Hi < Back Next = Cancel

This screen shows whether the system requirements are met in order to install the software.

If there is a problem, a short error message appears in the bottom portion of the screen. Fix the
error, and click Retry to try again.

If you want to ignore the error or warning messages and continue with the installation, click
Continue.

To stop prerequisite checking for all components, click Abort.

Click Next to continue.

Installer Pre-Requisite Setup Guide
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Specify Security Updates Screen

-
[=] Oracle Fusion Middleware 12¢ W

Security Updates _ORACLE

FUSION MIDDLEWARE

Welcome

Auto Updates

o

Installation Location

Installation Type Provide your email address to be informed of security issues, install the product
and initiate configuration manager. View details.

Prerequisite Checks
Email:
| Security Updates -

v e Easier faryou if you use your My Oracle Support email address/username.

Installation Summary

Installation Progress | wish to receive security updates via My Oracle Support.

(€ @H€—€—€—a=

Installation Complete

Help < Back Next > | Cancel
Uncheck the box stating “I wish to receive security updates via My Oracle Support”. (Kindly follow

recommended practices regarding updates depending on the setup requirements or usage.)
Click Next.
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Specify Security Updates Screen

E Cracle Fusion Middleware 12c Weblogic Server and Coherence Installation - Step 6 of 9@mum00bjw | = 2

Security Updates ORACLE G‘
FUSION MIDDLEWARE

Welcome

Auto Updates

Installation Location

Installation Type Provide your email address to be informed of security issues, install the product

- and initiate configuration manager. View details.

Prerequisite Checks

Email:

| Security Updates —
v o Easier for you if you use your My Oracle Support email address/username.

Installation Summary A 1
Installation Progress E My Cracle Support Username/Email Address Not Specified @ mum00bjw | &= |

o You have not provided an email address.
Do youwish to remain uninformed of critical security issues in your configuration?

(€@ €€

Installation Complete

Help Cancel

The user will now be prompted “Do you wish remain uninformed of critical security issues in your
configuration?”

Select Yes and Click on Next to proceed.
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Installation Summary Screen

i S ——
E Oracle Fusion Middleware 12c Weblogic Server and Coherence Installation - Step 7 of Q@mummbj\q-:l L— |

ORACLE
FUSION MIDDLEWARE

Installation Summary

T Welcome + [= Install Oracle Fusion Middleware 12c WebLogic Server and Coherence '
I Auto Updates = Installation Location |
T . . Oracle Home Location: fscratch/obdxdevopsl/Oracle/Middleware

T I VT e, Log File Location: ftmp/Oralnstall2017-07-13_03-29-51PM/install2017-07-13_03-29-51P

L Installation Type M.log

| - = Disk Space

¥ Prerequisite Checks Required: 862 M8

\:; Security Updates Available: 56080 MB

'\i-' Installation Summary = Feature Sets to Install

} Core Application Server 12.2.1.2.0

T SR PR Coherence Product Files 12.2.1.2.0

l Installation Complete Web 2.0 HTTP Pub-5ub Server 12.2.1.2.0
WebLogic SCA 12.2.1.2.0
WebLogic Client Jars 12.2.1.2.0
Administration Console Additional Language Help Files 12.2.1.2.0
CIEWLS Config 12.2.1.2.0
FMW Platform Ceneric 12.2.1.2.0
OPatch 13.9.1.0.0
Thirdparty |DBEC Drivers 12.2.1.2.0
WebLogic Evaluation Database 12.2.1.2.0
Fusion Middleware Maven Support 12.2.1.2.0

Save Response File

Select Install to accept the above options and start the installation.

To change the abowve options before starting the installation, select the option to change in the left pane or
use the Back button.

Help = Back Install Cancel

Review the information on this screen. The operations summarized on this page will be
performed when you click Install.

If you want to make any changes to the configuration before starting the installation, use the
navigation pane, and select the topic you want to edit.

If you want to save this configuration to a text file (called a response file), click Save. You will be
prompted for the location of name of the file you want to create (for example, silent_install.rsp).
This file can be used later if you choose to perform the same installation from the command line.

Click Install.

Then screen shows the progress of the installation.

Installer Pre-Requisite Setup Guide 19



Installing and Configuring Weblogic 12c with JRF

Installation Progress Screen

l Installation Progress M
FUSION MIDDLEWARE

Installation Complete A A
Saving the inventory

T Welcome ‘
|
T Auto Updates 100% |
I
T Installation Location
| o Prepare
T Installation Type
I « Copy
Prerequisite Checks
] V Cenerating Libraries
Security Updates
] o Performing String Substitutions
Installation Summary
I & Linking
| Installation Progress
T g (4 Setup
w o
o

Past install scripts

View Messages «| View Successful Tasks ViewLog
v ot e Hardware and Software
H : N Engineered to Work Together
Help MNext > J Einish

This screen shows the progress of the installation.

If you want to quit before the installation is completed, click Cancel. Doing so will result in a partial
installation; the portion of the software that was installed on your system before you click Cancel
will remain on your system, and you will have to remove it manually.
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Installation Complete Screen

— e ™
E Oracle Fusion Middleware 12c Weblogic Server and Coherence Installation - Step 9 of Q@mummbj‘ =]
 —
ORACLE

Installation Complete -
FUSION MIDDLEWARE

T UEIERIL + B Install Oracle Fusion Middleware 12c Weblogic Server and Coherence
; Auto Updates = Installation Location

| e Oracle Home Location: fscratch/obdxdevopsl/Oraclef/Middleware
T Installation Location Log File Location: /tmp/Oralnstall2017-07-13_03-29-51PM/install2017-07-13_03-29-51P
T Installation Type M.log

I _— =] Feature Sets Installed Successfully

] PEesaiE e ks Core Application Server 12.2.1.2.0

W SRE s Coherence Product Files 12.2.1.2.0

; el Srmers Web 2.0.H'I‘I'F‘ Pub-Sub Server 12.2.1.2.0

| WebLogic SCA 12.2.1.2.0

I [MEEllEinn Fanres WebLogic Client Jars 12.2.1.2.0
\L. Installation Complete Administration Console Additional Language Help Files 12.2.1.2.0

CIEWLS Config 12.2.1.2.0

FMW Platform Ceneric 12.2.1.2.0

OPatch 13.9.1.0.0

Thirdparty |DEC Drivers 12.2.1.2.0
WebLogic Evaluation Database 12.2.1.2.0
Fusion Middlewars Maven Support 12.2.1.2.0

Next Step(s):

v Automatically Launch the Configuration Wizard

Oracle Fusion Middleware 12c WebLogic Server and Coherence installation completed successfully

Help Finish

Uncheck the “Automatically Launch the Configuration Wizard” option, since we do not require
domain configuration.

This screen summarizes the installation that was just completed.

At the end of the summary information, there is a section called Installation Location which states
the Oracle Home Location & the Log File Location along with the list of features installed.

Click Finish to dismiss the screen.
3.1.3 Verifying the Installation
You can perform the following tasks to verify that your installation was successful:

e Verifying the Installation Logs: Check for the presence of installation log files in logs
directory. The location of the file is shown at the end of installation in the Installation
Complete Screen.

e Verifying the Installation Directory: Check if Oracle Home directory is exists or not.
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3.2 Extending the Weblogic environment with JRF

Java Required Files (JRF) consists of those components not included in the WebLogic Server
installation that provide common functionality for Oracle business applications and application
frameworks. It consists of a nhumber of independently developed libraries and applications that
are deployed into a common location.

This chapter describes the installation tasks which contains the following sections:
e Section 3.2.1, "Installing JRF components"
e  Section 3.2.2, "Verifying the Installation”

3.2.1 Installing JRF Components

Obtain FMW 12.2.1.2.0 Infrastructure JAR from the Oracle Fusion Middleware Downloads.
Download fmw_12.2.1.2.0_infrastructure.jar file to a directory.

Now to start the installer, go to the directory where you downloaded the file and execute the
below command:

java —jar <Path>/fmw_12.2.1.2.0_infrastructure.jar

Note: You must enter the absolute path of the folder where the JAR file is located.

If you are installing on a UNIX system, and if this is the first time any Oracle product is being
installed on your system with the Oracle Universal Installer, you will are asked to provide the
location of an inventory directory. This is where the installer sets up subdirectories and maintains
inventory data for each Oracle product that is installed on this system.

Installation Inventory Setup Screen

(=] Oracle Fusion Middleware 12¢ Installation Inventory Setup@mum00bjw

=)
Installation Inventory Setup ORACLE ‘ 1}
FUSION MIDDLEWARE

Central Inventory Directory

Enter the Central inventory directory for all your oracle installations. The installer will create a new
central inventory directory if it does not exist

Inventory Directory /scratch/obdxdevopsl /oralnventory Erowse
Enter the full path for the directory

Operating System Croup : obdxdevopsl v

Specify a group with write permission to the inventory
directory

Central Inventory Pointer File

Click OK to create a script (createCentralinventory.sh) in the inventory directory. Run this script to
create a pointer file, which is used to identity the location of the central inventory for future
instaliations and administrative operations, such as patching and upgrade.

Help oK Cancel I
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Specify the Oracle inventory directory and group permissions for that directory. The group must
have write permissions to the Oracle inventory directory.

Click OK to continue.

Welcome Screen

E Cracle Fusion Middleware 12¢ Infrastructure Installation - SE lof!l@munm:jw_

Welcome C)Q—ACI-E
FUSION MIDDLEWARE

| Welcome |
Auto Updates Welcome to the Oracle Fusion Middleware 12c (12.2.1.2.0) Infrastructure Installer.
Installation Location Use this installer to create a new Oracle home that contains the Oracle Fusion Middleware
Infrastructure software. You can then install additional Fusion Middleware products that require the
Installation Type Infrastructure into the Oracle home, or you can use the Infrastructure to configure a WebLogic

Server domain for the deployment of Java and Oracle ADF applications.
Prerequisite Checks

For more information, see Install, Patch, and Upgrade in the Oracle Fusion Middleware
documentation library.

Installation Summary

Installation Progress

(€€ € €€ ©®

Context-sensitive online help is available from the Help button.
Installation Complete

Copyright ® 1886, 2016, Oracle and/or its affiliates. All rights reserved.

Help Mext = Cancel

The Welcome screen is displayed each time you start the installer.
Click Next to continue.
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Auto Updates Screen

I (=] Oracle Fusion Middleware 12¢ Infrastructure Installa

ORACLE’

Auto Updates -
FUSION MIDDLEWARE

Welcome

1 () Skip Auto Updat
-\?.u Auto Updates - e

| . . O i
‘T’ Installation Lacation _ Select patches from directory

|
¥ Installation Type Locatic
| L. -
¥ Prerequisite Checks (1 Search My Oracle Support for Updates
|
¥ Installation Summary
I
v
|

Installation Progress

Installation Complete

| = Back |L Mext = I Finis | Cancel |

Select “Skip Auto Updates” option and click Next to continue. (Kindly follow recommended
practices regarding updates depending on the setup requirements or usage.)
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Specify Installation Location Screen

- H h
<] Oracle Fusion Middleware 12¢ Infrastructure Installation - Step 3 of 8@mum00kbj BEL

ORACLE
FUSION MIDDLEWARE

Installation Location

4

Welcome * Oracle Home:

Auto Updates N
Jscratchjobdxdevopsl/Oracle /Middleware |V|| Erowse |

| Installation Location

Feature Sets Installed At Selected Oracle Home: | View |

Installation Type

Prerequisite Checks
Installation Summary

2 Installation Progress

i Installation Complete

Oracle Home may only contain alphanumeric, underscore (), hyphen {-) or dot() characters and it must
begin with an alphanumeric character.

 <Back || Next> |

Specify the following installation locations:
e Oracle Middleware Home
The absolute path to the directory where WebLogic Server is already installed

Click Next to continue.
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Specify Installation Type Screen

Installation Type

Welcome
Auto Updates
Installation Location

Installation Type

Prerequisite Checks
Installation Summary
Installation Progress

€€ €€ @«

Installation Complete

Help

# Fusion Middleware Infrastructure

Fusion Middleware Infrastructure With Examples

= Oracle Fusion Middleware 12c Infrastructure 12.2.1.2.0

= Core Server
Core Application Server 12.2.1.2.0
Coherence Product Files 12.21.2.0
Web 2.0 HTTP Pub-5ub Server 12.2.1.2.0
WeblLogic SCA 12.21.2.0
WebLogic Client Jars 12.2.1.2.0
= Administrative Tools
Administration Console Additional Language Help Files 12.2.1.2.0
CIEWLS Config 12.2.1.2.0
Enterprise Manager Fusion Middleware Control 12.2.1.2.0
=] Database Support
Thirdparty |DEC Drivers 12.2.1.2.0
WebLogic Evaluation Database 12.2.1.2.0
= Open Source Components
Fusion Middleware Maven Support 12.2.1.2.0
=] |RF and Enterprise Manager
WLS for FMW12.2.1.2.0
=] Oracle Automatic Diagnostic Repository Feature Set Group

ORACLE
FUSION MIDDLEWARE

|»

Gk

< N

| »

< Back Mext = ]

Following are the installation types:

. Fusion Middleware Infrastructure

e Fusion Middleware Infrastructure with Examples

Select Fusion Middleware Infrastructure and Click Next to continue.
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Prerequisite Checks Screen

E Oracle Fusion Middleware 12¢ Infrastructure Installation - S§ 5 ofa@munm:jw— x

Prerequisite Checks _ORACLE
FUSION MIDDLEWARE

¥ Welcome I

|

L Auto Updates 100%

¥ Installation Location
Checking operating system certification

{4

| .
¥ Installation Type

T Checking Java version used to launch the installer
! Prerequisite Checks

T
| :
;1; Installation Summary
I
T Installation Progress
|

Installation Complete

| View Successful Tasks View Log

4 Checking operating system certification

hecking Java version used to launch the installer

Help < Back Mext = Cancel

This screen shows whether the system requirements are met in order to install the software.

If there is a problem, a short error message appears in the bottom portion of the screen. Fix the
error, and click Retry to try again.

If you want to ignore the error or warning messages and continue with the installation, click
Continue.

To stop prerequisite checking for all components, click Abort.

Click Next to continue.

Installer Pre-Requisite Setup Guide 27



Installing and Configuring Weblogic 12c with JRF

Installation Summary Screen

_
[=] Oracle Fusion Middleware 12¢ Infrastructure Installation - Step 6 ufS@muwmbjw_blﬂlg

¥

|
¥

Installation Summary

Welcome

|
¥ Auto Updates

Installation Location

| .
¥ Installation Type

|
Prerequisite Checks
\1J

1
(=]

T
I
T
I

Installation Summary
Installation Progress

Installation Complete

Help

+ = Install Oracle Fusion Middleware 12c Infrastructure 1

ORACLE
FUSION MIDDLEWARE

= Installation Location
Oracle Home Location: fscratchfobdxdevopsl/Oracle/Middleware

Log File Location: ftmp/Oralnstall2017-07-13_03-45-31PM/install2017-07-13_03-45-31P
M.log

= Disk Space
Required: 2039 MB
Available: 56745 MB
[= Feature Sets to Install
Toplink Developer 12.2.1.2.0
WLS for FMW 12.2.1.2.0
Enterprise Manager Fusion Middleware Control 12.2.1.2.0

Save Response File

Select Install to accept the above options and start the installation.

To change the above options before starting the installation, select the option to change in the left pane or
use the Back button.

< Back Install Cancel

Review the information on this screen. The operations summarized on this page will be
performed when you click Install.

If you want to make any changes to the configuration before starting the installation, use the
navigation pane, and select the topic you want to edit.

If you want to save this configuration to a text file (called a response file), click Save. You will be
prompted for the location of name of the file you want to create (for example, silent_install.rsp).
This file can be used later if you choose to perform the same installation from the command line.

Click Install.

Then screen shows the progress of the installation.
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Installation Progress

Welcome

Auto Updates

E Oracle Fusion Middleware 12¢ Infrastructure Installation - SE Tda@munm:jw_ x

Installing and Configuring Weblogic 12c with JRF

_ORACLE
FUSION MIDDLEWARE

Installation Location

Installation Type

Prerequisite Checks

Installation Summary

T
|
T
I
T
I
T
|
T
I
i
“f" Installation Progress
|
w

Installation Complete

%44 4¢/¢¢¢

Prepare

Copy

GCenerating Libraries
Performing String Substitutions
Linking

Setup

Saving the inventory

Post install scripts

View Messages

Help

This screen shows the progress of the installation.

o

v | View Successful Tasks ViewLog

Hardware and Software
Engineered to Work Together

Einish

Mext = J

If you want to quit before the installation is completed, click Cancel. Doing so will result in a partial
installation; the portion of the software that was installed on your system before you click Cancel
will remain on your system, and you will have to remove it manually.
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Installation Complete Screen

_
[=] Oracle Fusion Middleware 12¢ Infrastructure Installation - Step 8 MS@munmqw_IEIEu

ORACLE
FUSION MIDDLEWARE

Installation Complete

| »

Welcome » = Install Oracle Fusion Middleware 12c Infrastructure '
Auto Updates = Installation Location
Oracle Home Location: fscratchf/obdxdevopsl/Oracle/Middleware
Log File Location: ftmp/Oralnstall2017-07-13_03-45-31PM/install2017-07-13_03-45-31P
Installation Type M.log
= Feature Sets Installed Successfully
Toplink Developer 12.2.1.2.0
Installation Summary WLS for FMW 12.2.1.2.0
Enterprise Manager Fusion Middleware Control 12.2.1.2.0
=] Pre-Existing Feature Sets
| Installation Complete FMW Platform Generic 12.2.1.2.0
OPatch 13.9.1.0.0
Thirdparty |DBEC Drivers 12.2.1.2.0
WebLogic Evaluation Database 12.2.1.2.0
Fusion Middleware Maven Support 12.2.1.2.0

Installation Location

Prerequisite Checks

Installation Progress

®HC—CC -

i

Administration Console Additional Language Help Files 12.2.1.2.0

CIEWLS Config 12.2.1.2.0

Core Application Server 12.2.1.2.0

Coherence Product Files 12.2.1.2.0

Web 2.0 HTTP Pub-Sub Server 12.2.1.2.0

WeblLogic SCA 12.2.1.2.0 v
q e | »

Mext Step(s):
See the online help for next steps after installation.

Oracle Fusion Middleware 12¢ Infrastructure installation completed successfully

Help Finish

This screen summarizes the installation that was just completed.

At the end of the summary information, there is a section called Installation Location which states
the Oracle Home Location & the Log File Location along with the list of features installed.

Click Finish to dismiss the screen.
3.2.2 Verifying the Installation
You can perform the following tasks to verify that your installation was successful:

e Verifying the Installation Logs: Check for the presence of installation log files in logs
directory. The location of the file is shown at the end of installation in the Installation
Complete Screen.

e Verifying the Installation Directory: Check if Oracle Home directory exists or not.

Home
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Oracle Webtier Installation

Oracle Webtier Installation

Oracle Webtier is the Web server component for Oracle Fusion Middleware. The Oracle Web Tier
installation gives you the option of installing Oracle HTTP Server and Oracle Web Cache. OPMN
is installed, by default, and you do not have the option of deselecting this product.

Together, these products are responsible for managing incoming HTTP requests, caching web
messages, and sending XML and HTML back to the client. Also, it provides a listener for Oracle
WebLogic Server and the framework for hosting static pages, dynamic pages, and applications
over the Web. Oracle Web Tier contains the following components:

e Oracle HTTP Server: Oracle HTTP Server 11g includes modules developed specifically by
Oracle. The features of single sign-on, clustered deployment, and high availability enhance
the operation of the Oracle HTTP Server.

e Oracle Web Cache: Oracle Web Cache is a content-aware server accelerator, or reverse
proxy, for the Web tier that improves the performance, scalability, and availability of Web
sites that run on Oracle HTTP Server. Oracle Web Cache is the primary caching mechanism
provided with Oracle Fusion Middleware. Caching improves the performance, scalability,
and availability of websites that run on Oracle WebLogic Server by storing frequently
accessed URLs in memory.

e Oracle Process Manager and Notification Server (OPMN): OPMN provides a command-
line interface for you to monitor and manage Oracle Fusion Middleware components and
sub-components. The OPMN server should be started as soon as possible, after turning on
the computer. OPMN must be running whenever OPMN-managed components are turned
on or off.

There are different Methods to install Webtier. An Oracle Web Tier solution can be built in one of
the following ways:

e In stand-alone mode: Oracle Web Tier is configured without a domain, and administered
from the command line. See Section 1.3.1 for an overview of the installation procedure.

e Using Oracle Enterprise Manager Fusion Middleware Control: In order to use the Oracle
Enterprise Manager Fusion Middleware Control, WebLogic Server domain needs to be
configured using both the Enterprise Manager and the Java Required Files (JRF) domain
templates.

Here, we install Oracle Web Tier in stand-alone mode and following are the sections lists the
steps for it:

e  Section 4.1, "Installing and Configuring Oracle HTTP Server (Webtier)”

e  Section 4.2, “Verifying the Installation”

Installing and Configuring Oracle HTTP Server (Webtier)

Obtain Oracle Web Tier from the Oracle Fusion Middleware Downloads. Download webtier.zip file
to a directory, and unpack the downloaded archive that contains the installer. By default, this
directory is named webtier.

To start the installer, go to the directory where you unpacked the archive file and switch to the
Disk1 directory. Now, start the installer using the below command:

Jruninstaller —jreLoc Java_Home/jdk

Note: You must enter the absolute path of the JRE folder located in this JDK when launching the
installer.

Now, follow the instructions as shown below to install Webtier,
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Specify Inventory Directory Screen

.45 Oracle Fusion Middleware 11g Web Tier Utilities Installation

FUSION MIDDLEWARE

Specify Inventory directory

You are starting yvour first installation on this host. As part of this install, you need to specify a directory for
installer files. This is called the "inventory directory”. Within the inventory directory, the installer automatically sets
up subdirectories for each product to contain inventory data and will consume typically 150 Kilobytes per product.
Enter the full path of the inventory directory.

You can specify an Operating System group that has write permissions to the above directory

Inventory Directory: |,’h0me,"OracIeforaImrentory | | Erowse
Operating System Croup name: |g9l2|l2| | - |
Help Ok | ‘ Cancel

This screen appears for UNIX systems only; if this is your first Oracle installation on this host, you
must specify the location of the inventory directory. This inventory directory is used by the

installer to keep track of all Oracle products installed on the computer. The default inventory
location is USER_HOME/oralnventory.

In the Operating System Group name field, select the group whose members you want to grant

access to the inventory directory; all members of this group will be able to install products on this
system. Click Ok to continue.
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Inventory Location Confirmation Screen

i

s Inventory Location Confirmation Dialog H

Certain actions need to be performed with root privileges before the install can
continue. Please execute the script

Jhome/fkhwang/oralnventory fcreateCentrallnventory.sh now from another
window and then press "OK' to coninue the install.

[fywou do not have the root privileges and wish to continue the install select the

"Cantinue installation with local inventory" option
[ ] Continue Installation with local inventory

o ) [cwee ]

This screen appears for UNIX systems only; you are asked to run the
inventory_directory/createCentrallnventory.sh script as root.

If you do not have root access on this system but want to continue with the installation, select
Continue installation with local inventory.

Click Ok to continue.

Welcome Screen

O Oracle Fusion Middleware 11g Web Tler Utllities Instaliation - Step 1 of 14 =%

ORACLE’
Welcome 4
FUSION MIDDLEWARE
T Welcome e
Welcome to Oracle Fusion Middleware 11 g Web Tier Utilities Installer
Install Software Update
Y 2 Lo2 version 11.1.1.9.0. This installer can be used to install a new Web Tier
,1"\ Install and Configure Oracle Home or to update an existing Web Tier Oracle Home.
|
v Prerequisite Checks For additional information and installation instructions, please refer to
i the Oracle Fusion Middleware Installation Cuide for Web Tier Utilities and
¢ [Installation Location the Oracle Fusion Middieware Patching Cuide,
|
¢ Security Updates Click Help at any time for context-sensitive help.
|
M Configure Components /4
i 2 Click Next to begin the installation
¥ Specify WebLogic Doma
|
v Specify Component Dat
|
¢ Configure Ports Copyright (c) 1999, 2015, Oracle and/or its affiliates. All rights reserved.
|
¥ Instaliation Summary
nstaliation Progress
LI >
Kl = = —
| Help Next > I [ Cancel
I [Elapsed Time: 1m 85
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The Welcome screen is displayed each time you start the installer.

Click Next to continue.

Install Software Updates Screen

O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 2 of 14

FUSION MIDDLEWARE

Install Software Updates

Welcome 1= [~ .
T Ty ) Skip Software Updates
'\1‘" My Oracle Support Upd 'Ei' Search My Oracle Support for Updates|
I :
. Installand Configure User Name: | |
|
T Prerequisite Checks Password: | |
| G Z
I Installation Location [ Proxy Settings ] Test Connection ]
; Security Updates (:3 Search Local Directory for Updates
|
A Configure Components Search For Updates |
|
T Specify WeblLogic Domain
|
T Specify Component Detaild
|
T Configure Portz
|
[ Inztallation Summary
I nstallation Progress Allows user to search for and download software updates from My Oracle Support
] b B using My Oracle Support Account user name and password.Click "Test Connection” to
I Configuration Progress || | test the credentials.
i =
|_ Installation Complete |

Select “Skip Software Updates” and Click Next to continue. (Kindly follow recommended practices
regarding updates depending on the setup requirements or usage.)
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Select Installation Type Screen

O Oracle Fusion Middleware 11g Web Tier es Installation - Step 3 of 14

FUSION MIDDLEWARE

Select Installation Type

-T- Welcome 1—1
L Skip Software Updates (#) Install and Configure
Installs kinaries in an ORACLE HOME and configures working
instance in an INSTANCE HOME.

I
o Install and Configure

|
¥ Prerequisite Checks

|
¥ Inetallation Location

|
¥ Security Updates

)'Ifl‘ Configure Components 'f__) Inztall Software - Do Mot Configure

I Before these installed components will work, they must be configured by
¥ Specify WebLogic Domain running the configuration wizard.

|
¥ Specify Component Detail

|
Configure Ports
i

Installation Summary

When installation iz complete, you can modify the configured instance using Enterprizse
Manager or WeblLogic Server Administration Console.

Installation Progress

Configuration Progress

In=stallation Complete e

T
T
[
T
[
J

Help = Back Mext = i Cancel |

The following are the Installation Types available.

e Install and Configure: This option will install the product binaries in an Oracle Home
directory, and create and configure a working instance in an Oracle Instance directory.

If you choose to install Oracle Web Tier, and associate it with the Fusion Middleware (EM)
Control, then you should be able to begin configuring and managing your products using
Enterprise Manager.

e Install Software - Do Not Configure: This option only installs the software binaries in an
Oracle Home directory. You must then manually run the Configuration Tool from your
Web_Tier ORACLE_HOME/bin directory on UNIX, and Web_Tier ORACLE_HOME\bin
directory on Windows, to configure your products before you can use them. This option can
be used to quickly create multiple instances of the software that share a common disk.

e Select Install and Configure.

Click Next to continue.
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Prerequisite Checks Screen

|"-:> Oracle Fusion Middieware 11g Web Tier Utilities Installation - Step 4 of 9 = X |

o ORACLE
Prerequisite Checks 4
FUSION MIDDLEWARE
¥ Welcome Selectior{ Check | Progress | Status
+ Skip Software Updates Checking operating system certific... 100% W
Install Ol ecking recommended operating...
),:,\ :{ Checki ded i 100% v
\;J Prerequisite Checks Checking kernel parameters 100% v
+ Installation Location Checking Recommended glibc ver... 100% W
+ Seourity Updaies Checking physical memaory 100% W
ZBCUMTY Lpdates
+ InSrallatiar Sumnna Checking for LD_ASSUME_KERMEL ... 100% W
Installation sUmmary
I
[ Installation Progress
I
- Installation Complete
[ [ »
---«' Checking operating system certification
---v’ Checking recommended operating system packages
---«' Checking kernel parameters
---vf Checking Recommended glibc wersion —
l+| ri L=, | P L=.s i 1 i
[ <gack | en> |
1 ]Elapsed Time: 9m 33s

This screen shows whether the system requirements are met in order to install the software.

If there is a problem, a short error message appears in the bottom portion of the screen. Fix the
error, and click Retry to try again.

If you want to ignore the error or warning messages and continue with the installation, click
Continue.

To stop prerequisite checking for all components, click Abort.

Click Next to continue.
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Specify Installation Location Screen

© Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 5 of 14 =]

FUSION MIDDLEWARE

Specify Installation Location

Welcome 1—1

Skip Software Updates

Install and Configure

Prerequisite Checks
Installation Location
Security Updates Oracle Middleware Home:; |C:'I.Dracle1.hliddlewarel Iq l Browse ]

Configure Components

Oracle Home Directory: | Oracle_WT1 |

Specify WeblLogic Domain

Specify Component Detail

Configure Ports

e e e G e

Installation Summary
Installation Progress | | | Ay &n Application Server must already be installed.

Configuration Progress

[«]1

1 —— —— ——

Installation Complete

-

[»]

| < Back " Next = J | Cancel

Specify the following installation locations:

e Oracle Middleware Home: The absolute path to the directory where WebTier will be
installed.

e  Oracle Home Directory: The directory name for your Oracle home:

= You can specify a pre-existing directory that you want to use as the Oracle home; the
directory must be an empty directory.

= You can specify the name of a new directory that will be created for you inside the
Middleware home.

Oracle Home directory is where your products will be installed. All software binaries will reside in
this directory, and no runtime process can write to this directory.

Note: The Oracle Middleware Home path should be different from the Weblogic Server
installation path, in case where Webtier installation would be done on the same server where
Weblogic is installed.

This installation directory will be referred to as Web_Tier ORACLE_HOME throughout the
remainder of this document. If you are performing an installation on a Windows operating system,
be sure that your directory paths are valid, and do not contain double backslashes (\\).

Click Next to continue.
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Specify Security Updates Screen

© Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 6 of 14

FUSION MIDDLEWARE

Specify Security Updates

Welcome |
Provide vour email addregs to be informed of security issues, install the product

Skip Software Updates and initiate configuration manager. View details.

nstall and Configure .
Email:

Prerequisite Checks Easier for you if you use your My Cracle Support
email address/username.

Installation Location

Security Updates | wish to receive security updates via My Oracle Support.

Configure Components
Specify WeblLogic Domain

Ny Oracle Support Pa.sswurd:l

e B e

Specify Component Detaily

|
T Configure Ports
Installation Summary

Installation Progress

Configuration Progress

Installation Complete

Czon | o ]

il
T
|
T
[
J

Enter your E-mail address if you want to receive the latest product information and security
updates. If you have a My Oracle account and want to receive updates via this mechanism, select
| wish to receive security updates via My Oracle Support, then enter your account password.

If you do not want to register for security updates, leave all the fields on this screen blank. You
will be prompted to confirm your selection with the following screen:

Click Yes to confirm that you do not want to register for any security updates. (Kindly follow
recommended practices regarding updates depending on the setup requirements or usage.)
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Configure Components Screen

© Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 7 of 14

ORACLE’
Configure Components 113
FUSION MIDDLEWARE
* Weicome E
'lf Skip Software Updates V] Oracie HTTP Server
|
/1'“ [v] Oracie Web Cache
1
Y Oracie Process Manager Notificaton (OPMN) s always configured
|
T
1
e
I
T [] Associste Selected Components with WebLogic Domain
Y
|
[
Y
<gsck | Med> | | cancel |
l

This screen shows the products and components that are available for installation and
configuration. Select the component(s) you want to configure. Oracle Process Manager
Notification (OPMN) is configured by default.

Uncheck Associate Selected Components with WebLogic Domain.

Click Next to continue.
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Specify Component Details Screen

© Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 9 of 15 A=l d

FUSION MIDDLEWARE

Specify Component Details

Welcome =]

Skip Software Updates

A Install and Configure
| Instance Home Location: | le_WT1linstances\instance1 | [ Browse
¥ Prerequisite Checks

|, Installation Location ingtance Name: |instance1 |

1
-T- Security Updates

/T\ Configure Components
\.r‘

Specify WebLogic Domain OHS Component Mame: | oh=1 |

Specify Component De| Web Cache Component Name: | webcachel |

T
|
¥ Web Cache Administrator

Configure Ports

Inzstallation Progress

i
Installation Summary
‘1)
|
T
|

Configuration Progress

3

oo e |

Specify the following component details:

e Instance Home Location: The absolute path to the directory where your Oracle Instance will
reside. This is where application configuration files reside, and where the application
process runs from. Runtime components write only to this location.

e Instance Name: Specify the unique name of your Oracle Instance. The Oracle Instance
name may only contain alphanumeric and underscore (_) characters, it must begin with an
alphabetic (a-z or A-Z) character, and must be 4 to 30 characters in length.

e  OHS Component Name: Specify the name for your Oracle HTTP Server (OHS) component.
This name may only contain alphanumeric and underscore (_) characters, and must be 4 to
30 characters in length.

e Web Cache Component Name: Specify the unique name of your Web Cache component.
This name may only contain alphanumeric and underscore (_) characters, it must begin with
an alphabetic (a-z or A-Z) character, and must be 4 to 30 characters in length.

Click Next to continue.
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Web Cache Administrator Password Screen

O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 10 of 15

FUSION MIDDLEWARE

Web Cache Administrator
Password

¥ Welcome b |

|
¥ Skip Software Updates

|
A Install and Configure

|
¥ Prerequisite Checks

Web Cache Administrator Password: | |

|
Installation Location
\T‘

|
Security Updates
¥ Security Updates

|
Configure Companents
st

Confirm Password; | |

|
¥ Specify WeblLogic Domain

Specify Component Detaild

| Web Cache Administr

Valid passwords are 5 to 30 characters long, must begin with an alphabetic character,
L1 | u=ze only alphanumeric, underscore (_}, dollar (%) or pound (¥) characters and include at

Installation Progress least one number.

Installation Summary

Configuration Prccreaal =
4

\T'
I
b
|
LonTigure Foris
T Configure Ports
\IJ
I
T
|

Specify a new password for your Web Cache administrator. Valid passwords are 5 to 30
characters long, must begin with an alphabetic character, use only alphanumeric, underscore (),
dollar ($) or pound (#) characters and include at least one number.

Click Next to continue.
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Configure Ports Screen

O Oracle Fusion Middleware

Configure Ports

FUSION MIDDLEWARE

Welcome |

Skip Software Updates

Install and Configure
Prerequisite Checks

(#) Auto Port Configuration

(:} Specify Ports uging Configuration file
Security Updates

Configure Components
Specify WeblLogic Domain

Specify Component Detaild

T
'T'
/T\
g
+ Installation Location
1
1
T
T

Web Cache Administrator

| Configure Ports

Installation Summary

Inztallation Progress

Configuration Prccreaal
4

[<zea [0

Select Auto Port Configuration if you want the installer to automatically assign the default ports to
the components.

Click Next to continue.
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Installation Summary Screen

O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 12 of 15

FUSION MIDDLEWARE

Installation Summary

Welcome —{ |=H-Type: Install and Configure |~
Skip Software Updates [i'_}---chation: C:hOracle\Middleware\Oracle_WT1
+--Oracle Instance Name: instance101
ek st ConBokae: +-Oracle Ingtance Home: CAOracle\Widdleware\Oracle_WT1linstances\instan
Prerequisite Checks b Aszszociate With Domain Case
[-I--Disk Space
[%'_}---Oracle Home -

Security Updates
Configure Components

- Required: 1500 MB
. -Available: 66456 MB
E}---Oracle Instance Home
- Required: 40 MB e

Specify Component Detail ‘ | e Arrailahla: BACCE LIE | | : |

Web Cache Administrator
Save Rezponze File:

i
Lonmigure Foris
¥ Configure Porls
T
!,
T
I
T
I

Specify WeblLogic Domain

T
'T'
/T\
¥
+ Installation Location
1
i
T
i

To change thizs configuration before instaling, select the topic you want to change in the
L1 | pane on the left.

Installation Progress To ingtall this configuration, select Install.

| Installation Summary

Configuration Prccreaal
4

(] (o)

Review the information on this screen. The operations summarized on this page will be
performed when you click Install.

If you want to make any changes to the configuration before starting the installation, use the
navigation pane, and select the topic you want to edit.

If you want to save this configuration to a text file (called a response file), click Save. You will be
prompted for the location of name of the file you want to create (for example, silent_install.rsp).
This file can be used later if you choose to perform the same installation from the command line.

Click Install.
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Installation Progress Screen

O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 13 of 15 EoK

FUSION MIDDLEWARE

Installation Progress

P e e SR i S et (=]
I |
T. Specify WeblLogic Domain R—
.I Cnecifv :tD:t | |
[ Specify Component Detaily Setting up ..
|
-]- Web Cache Adminietrator — | Install Log C:\Program Files\CracleVinventony\logsiinstall2011-09-27_05-35-54PM.log
I )
T Configure Poris Setting Up: Oracle lce Browser 11.1.1.6.0 =
| e Setting Up: Oracle AS Common Toplevel Component 11.1.1.2.0
T Installation Summary —! | setup completed B
T j i ! ]
"T" Installation Progress || Saving the inventory. It may take few minutes. 2]
-
<

| | L]

Oracle Fusion Middleware o
- Extreme Productivity

.-|"'-r.-'_‘-

This screen shows the progress of the installation.

If you want to quit before the installation is completed, click Cancel. Doing so will result in a partial
installation; the portion of the software that was installed on your system before you click Cancel
will remain on your system, and you will have to remove it manually.
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Oracle Webtier Installation

O Oracle Fusion Middleware 11g Web Tier

T

T
AT

T

T

|
i
[
[
I.
1
|

/:'I\
|
|
i
[
[

Configuration Progress

Welcome

Skip Software Updates
Install and Configure
Prerequisite Checks
In=tallation Location
Security Updates
Configure Components
Specify WebLogic Domain)
Specify Component Detail
Web Cache Administrator
Configure Ports

Inztallation Summary

Installation Progress |

Configuration Progress _|

T
T
T
T
)
T
1
b
|’

es Installation - 5tep 14 of 15

OoORACLE

FUSION MIDDLEWARE 1 1g

Fy

Configuration Tocle

Name | Progress
=+ [ Web Tier Configuration 5%
. & Create and Start AS Instance (instance101) qf' Success
. Create and Start OHS Component (ohs1) In Progress
@ Create and Start Web Cache Component (webcacl Recommended
- @ Create Shortcuts Recommended

Configuration Log Location: C:\Program
Files\Oraclelinventory\logstinstall2011-09-27_05-35-54PM log

[l Web Tier Configuration

| o]

This screen shows you the progress of the component configuration.

If there is a problem, a short error message appears in the bottom portion of the screen. Fix the
error and click Retry to try again.

If you want to ignore the error or warning and continue with the configuration, click Continue.

Click Abort to stop prerequisite checking for all components.

If you want to quit before the configuration is completed, click Cancel.

Click Next to continue.
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Installation Complete Screen

© Oracle Fusion Middleware 11g Web, Tier Utilities Installation - Step 15 of 15

{ FUSION MIDDLEWARE

Installation Complete

Skip Software Updates [
T |- Type: Install and Configure -

AT Install and Configure [} Location: C:\0racle\Middleware\Oracle_WT1

Prerequisite Checks Oracle Instance Name: instance101

| R +-Oracle Instance Home: C:\Oracle\Middleware\Oracle_WT1\instances\instan
=
| e - Agzociate With Domain Case B
T Security Updates E}---Dlisk Space
A Configure Components [?'_}---Diracle ESome
i p—0Oracle Home Size: 796.955 MB
Specify WeblLogic Domain| i‘-""AUE.ilEDFB' 56455 MB

E}---Oraclﬂ Instance Home

: b i Instance Home Size; 17.165 MB |5
Web Cache Administrator R -
<

Lo

pecify Component Detailg

Configure Ports
Save Installation Summary: Save
Installation Summary v

Installation Progress

T
T
T
T
T
T
| 3 Oracle Fusion Middleware 11g Web Tier Utilities installed and configured successfully.
Configuration Progress
\T‘
T
e
<

i Installation Complete |[_|
i

This screen summarizes the installation that was just completed.

At the end of the summary information, there is a section called Accessible URLs which give you
the links needed to access the configured Oracle HTTP Server and Oracle Web Cache. You
should make a note of these URLS so you can access these pages when you need to.

You can also save this summary information to a file for future reference by clicking Save. You
will be prompted to specify a name and location for your summary file.

Click Finish to dismiss the screen.
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Verifying the Installation

You can perform any combination of the following tasks to verify that your installation was
successful:

e Verifying the Installation Logs: Check for the presence of installation log files in logs
directory inside your Oracle Inventory directory. On UNIX systems, if you do not know the
location of your Oracle Inventory directory, you <can find it in the
WebTier ORACLE_HOME/oralnst.loc file.

e Verifying the Domain Server Logs: Check the domain server logs, which are located in
the servers directory inside the domain home directory. For example:

Web_Tier ORACLE_HOME/user_projects/domains/domain_name/servers/server_name

e Verifying the OPMN Status: Run the opmnctl status command from the
INSTANCE_HOME!/bin directory on UNIX, in your instance home location. For example:

Jopmnctl status

Processes in Instance: instance2

ias-component process-type pid status
webcachel WebCache-admin 24057 Alive
webcachel WebCache 24056 Alive
ohsl OHS 23890 Alive

This information shows the components configured for this installation. The status Alive means
that the component is up and running.

Checking the Browser URLs

Run the opmnctl status -I command from the INSTANCE_HOME/bin directory on UNIX, and
INSTANCE_HOME\bin directory on Windows, in your instance home location to obtain a list of
ports used by the components. For example:

Jopmnctl status -I

ias- process | pid status | uid memused | uptime | ports
comp | -type
onent
webca | WebCac | 24057 | Alive 1067146469 | 43712 14:43:2 | http_admin:7799
chel he- 9
admin
webca | WebCac | 24056 | Alive 1067146468 | 64072 14:43:2 | http_stat:7800,ht
chel he 9 tp_invalidation:7

801,https_listen:
7802,http_listen:

7798
ohsl OHS 23890 | Alive 1067146467 | 50260 14:43:3 | https:9999,https:
9 4447 http:7777
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Use the port numbers in this display to point your browser to the appropriate pages. Use the
format:

http://system_name:port_number

Home
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Oracle HTTP Server Webgate Installation and
Configuration

A WebGate is a web-server plug-in for Oracle Access Manager (OAM) that intercepts HTTP
requests and forwards them to the Access Server for authentication and authorization.

Installing a WebGate for Oracle Access Manager involves the following steps:

e  Section 5.1, "Installing and Configuring Oracle Webgate"

e Section 5.2, "Post-Installation Steps for Oracle HTTP Server WebGate"

e  Section 5.3, "Verifying the Installation and Configuration of Oracle HTTP Server WebGate"
e Section 5.4, "Registering the New Oracle HTTP Server 11g WebGate”

Installing and Configuring Oracle HTTP Server WebGate

Obtain Oracle HTTP Server Webgate software from the Oracle Fusion Middleware Downloads.
Download webgate.zip file (version 11.1.2.3.0) to a directory, and unpack the downloaded archive
that contains the installer. By default, this directory is named webgate.

To start the installation wizard, perform the following steps:

e  Extract the contents of the WebGate.zip file to a directory. By default, this directory is named
WebGate.

e Go tothe Diskl directory under the WebGate folder.
¢  Run the following command:

Jruninstaller -jreLoc Java_Homel/jdk

Note: You must enter the absolute path of the JRE folder located in this JDK when launching the
installer.

After the Installer starts, the Welcome screen is displayed. Proceed with the installation by
referring to the section "Installation Flow and Procedure of Oracle HTTP Server 11g WebGate"
for installing Oracle HTTP Server 11g WebGate for Oracle Access Manager.

To install Oracle HTTP Server 11g WebGate for Oracle Access Manager, follow the instructions
as shown below:
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Specify Inventory Directory Screen

Oracle Fusion Middleware 11g Installation x
Specify Inventory directory USION MIDDLEWARE

You are starting your first installation on this host. As part of this install, you need to specify a directory for
installer files. This is called the "inventory directory”. Within the inventary directory, the installer automatically sets
up subdirectories for each product to contain inventory data and will consume typically 150 Kilobytes per product.

Enter the full path of the inventory directory.
You can specify an Operating System group that has write permissions to the above directary

Inventory Directory: |,.fscratchfubdxuser;uralnvemow ‘ | Browse
Operating System Croup name: |nhdxuser | - |
Help ‘ Ok | | Cancel

This screen appears for UNIX systems only; if this is your first Oracle installation on this host, you
must specify the location of the inventory directory. This inventory directory is used by the
installer to keep track of all Oracle products installed on the computer. The default inventory
location is USER_HOME/oralnventory.

In the Operating System Group name field, select the group whose members you want to grant

access to the inventory directory; all members of this group will be able to install products on this
system.

Click Ok to continue.
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Inventory Location Confirmation Screen

Inventory Location Confirmation Dialog

Certain actions need to be performed with root privileges before the install can
continue. Please execute the script

Jscratch/obdxuserforalnventory jcreateCentrallnventory.sh nowfrom another
window and then press "OK' 1o continue the install.

If vou do not have the root privileges and wish to continue the install select the
"Continue installation with local inventory” option

|:| Continue Installation with local inventory

| Help Ok | | Cancel

This screen appears for UNIX systems only; you are asked to run the
inventory_directory/createCentralinventory.sh script as root.

If you do not have root access on this system but want to continue with the installation, select
Continue installation with local inventory.

Click Ok to continue.
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Welcome Screen

o Oracle Access Manager OHS 11g Webgates Installation - Step 1 of 7 - X

OoORACLE
Welcome £
FUSION MIDDLEWARE
LI_.' Welcome
| Welcame to Oracle Fusion Middleware 114 Installer for Oracle Access
Install Software Updates
T = Manager Oracle Hitp Server (OHS) 119 Webgates component.
¥ Praerequisite Checks
ore proceeding m sure that you have installed Oracle WebTier
i Bef dil ake h h i lled Oracle WebTi
¥ Installation Location Lilities version 11.1.1.7.0 or higher in the same Middleware Home.
| ;
¥ Installation Summary For additional infarmation and installation instructions, please referto the
I . Oracle Fusion Middleware Installation Cuide for Oracle Access Manager.
T Installation Progress
|

Installation Complete Click Help at any time for context-sensitive help.

Click Next to begin the installation.

Copyright {c) 1999, 2013, Oracle and/or its affiliates. All rights reserved.

| Help Mext > | | Cancel

| |Elapsed Time: Om 18s

The Welcome screen is displayed each time you start the installer.

Click Next to continue.
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Install Software Updates Screen

o Oracle Access Manager OHS 11g Webgates Installation - Step 2 of 7 - X
OoORACLE’
Install Software Updates g
FUSION MIDDLEWARE
w Welcome -
‘Ir — () Skip Software Updates
il My Oracle Support Update (®)[Search My Oracle Suppart for Updates
I -
[ Prerequisite Checks User Name: | |
I
[ Installation Location Password: | |
; Installation Summary | Proxy Settings Test Connection |
; Installation Progress (") Search Local Directory for Updates
I
_ Installation Complete Search For Updates |

Allows user to search for and download software updates from My Oracle
Support using My Oracle Support Account user name and password. Click"Test

Connection” to test the credentials.

[ ]

| Help | < Back | k | Cancel

| |Elapsed Time: Om 23s

If you want to search for and download software updates from My Oracle Support, then do the
following:

Select Search My Oracle Support for Updates.

Enter User name and Password.

Click Test Connection.

If you want to search your local directory for updates, then do the following:
Select Search Local Directory for Updates.

Click Search For Updates.

If you want to skip software updates, then select Skip Software Updates. (Kindly follow
recommended practices regarding updates depending on the setup requirements or usage.)

Click Next to continue.
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Prerequisite Checks Screen

o Oracle Access Manager OHS 11g Webgates Installation - Step 3 of 7 - X

FUSION MIDDLEWARE

Prerequisite Checks

T Welcome Selectior{ Check | Progress | Status |
‘IF Skip Software Updates Checking operating system certific... 100% v

+ Prerequis ite Checks Checking recommended operating...| _ 100% | W

+ Installation Location Checking kernel parameters 100% W

+ Installation Summary Checking Recommended glibe ver... 100% W

; Installation Progress Checking physical memary 100% W

1 Installation Complete

[+ Checking operating system certification | =]
. -+ Checking recommended operating system packages
-+ Checking kernel parameters

---v’ Checking Recommended glibc wversion —

OO0 # Slaclino ebacic=l

| Help < Back || Mext > | | Cancel

| |Elapsed Time: Om 33s

This screen shows whether the system requirements are met in order to install the software.

If there is a problem, a short error message appears in the bottom portion of the screen. Fix the
error, and click Retry to try again.

If you want to ignore the error or warning messages and continue with the installation, click
Continue.

To stop prerequisite checking for all components, click Abort.

Click Next to continue.

Installer Pre-Requisite Setup Guide 54



Oracle HTTP Server Webgate Installation and Configuration

Specify Installation Location Screen

o Oracle Access Manager OHS 11g Webgates Installation - Step 4 of 7 - X

Specify Installation Location ORACLE 11g
FUSION MIDDLEWARE

Welcome

Skip Software Updates

Prerequisite Checks

Installation Location

Installation Summary

Installation Progress Oracle Middleware Home: |atchfubdxuserﬂﬂiddlewarel:l | Erowse

= —— —HH ———

Installation Complete Oracle Home Directory: |Orac|e_0AMWehCatel |

An Application Server must already be installed.

| Help < Back || MEXFJ | Cancel

| |Elapsecl Time: Om 43s

Specify the following installation locations:

e Oracle Middleware Home: The absolute path to the directory where Webgate will be
installed.

e  Oracle Home Directory: The directory name for your Oracle home:

= You can specify a pre-existing directory that you want to use as the Oracle home; the
directory must be an empty directory.

* You can specify the name of a new directory that will be created for you inside the
Middleware home.

Oracle Home directory is where your products will be installed. All software binaries will reside in
this directory, and no runtime process can write to this directory.

Note: The Oracle Middleware Home path should be different from the Weblogic Server
installation path, in case where Webgate installation would be done on the same server where
Weblogic is installed.

This installation directory will be referred to as Webgate. ORACLE_HOME throughout the
remainder of this document. If you are performing an installation on a Windows operating system,
be sure that your directory paths are valid, and do not contain double backslashes (\\).

Click Next to continue.
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Installation Summary Screen

o Oracle Access Manager OHS 11g Webgates Installation - Step 5 of 7 - X
- oRrRACLE g
Installation Summary
FUSION MIDDLEWARE
[ SR El-Install WEBGATE
| i - =
¢ Skip Software Updates E‘ D:lrectnry Details
| o ;s-----MiddIeware Home Location: fscratchfobdxuser/Middleware
‘Ir SR M : L-Oracle Home Location: Jscratch/obdxuser/Middleware f Oracle_OAMWE
¥ Installation Location E_I---Disk Space
(e Installation Summary Required: 1400 MB
| i -Available: 119872 MB
[ Installation Progress EI---A_pplicaIiuns
1 Installation Complete “-Oracle Access Manager - OHS 11g Webgates
1 | [»
Save Response File: Save
Click Install to accept this configuration and start the installation.
To change the configuration before starting the installation, select the topic to
change inthe |eft pane, or use the Back button.
| Help < Back | k | Install | | Cancel

| |Elapsecl Time: Om 48s

Review the information on this screen. The operations summarized on this page will be
performed when you click Install.

If you want to make any changes to the configuration before starting the installation, use the
navigation pane, and select the topic you want to edit.

If you want to save this configuration to a text file (called a response file), click Save. You will be
prompted for the location of name of the file you want to create (for example, silent_install.rsp).
This file can be used later if you choose to perform the same installation from the command line.

Click Install.
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Installation Progress Screen

o Oracle Access Manager OHS 11g Webgates Installation - Step 6 of 7 - X

FUSION MIDDLEWARE

Installation Progress

f

Welcome Progress

Skip Software Updates 100% |
Completed ..

Install Log fscratch/obdxuserforalnventory flogs/install2015-08-11_05-45-48

Prerequisite Checks

Installation Location

Installation Successful.
Starting execution of post install scripts
Installation Progress Execution of post install scripts completed

Installation Summary

el @-c——c—c—c——

Installation Camplete

Oracle Fusion Middleware _
Improved Experience

o k

| Help | | HEXU’-‘ | Cancel |

| |Elapsed Time: 4m 23s

This screen shows the progress of the installation.

If you want to quit before the installation is completed, click Cancel. Doing so will result in a partial
installation; the portion of the software that was installed on your system before you click Cancel
will remain on your system, and you will have to remove it manually.
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Installation Complete Screen

(=] Oracle Access Manager OHS 11g Webgates Installation - Step 7 of 7 - X
- OoORACLE
Installation Complete &£
FUSION MIDDLEWARE
r Welcome - Install WEBGATE
; Skip Software Updates [%]---D:irectnry Details
| o i ie-Middleware Home Location: /scratchfobdxuser/Middleware
I eI (iRE=E {  ‘--Oracle Home Location: /scratch/obdxuser/Middleware Oracle_OAMWe
T Installation Location E]---Disk Space
I . o ¢ Le.Oracle Home Size: 96 ME
Installation Summ ary
I i -Available: 119772 MB
I Installation Progress EI---APpIicaIiuns
\I_J Installation Complete -Oracle Access Manager - OHS 11g Webgates
q K | [»
Save Installation Details: Save ¥
Oracle Access Manager - OHS 11g Webgates installation completed successfully
| Help | Einish |
| [Elapsed Time: 4m 28s

This screen summarizes the installation that was just completed.

You can save this summary information to a file for future reference by clicking Save. You will be
prompted to specify a name and location for your summary file.

Click Finish to dismiss the screen.

Post-Installation Steps for Oracle HTTP Server WebGate

You must complete the following steps after installing Oracle HTTP Server 11g WebGate for
Oracle Access Manager:

Go to the WebGate Home/webgate/ohs/tools/deployWebGate directory by running the
following command:

cd WebGate_Home/webgate/ohs/tools/deployWebGate

Run the following command to copy the required bits of agent from the WebGate_Home
directory to the WebGate_Instance location:

JdeployWebGatelnstance.sh -w WebGate_Instance_Directory -oh
WebGate_Oracle_Home

Installer Pre-Requisite Setup Guide 58



Oracle HTTP Server Webgate Installation and Configuration

Terminal

Eile Edit Miew Terminal Tabs Help
[dhawshah@o 55310407 ~]% cd /scratch/Oracle/Middleware/0racle_ OAMWebGatel/webgat| - |

e/ohs/tools/deployWebGate/ |
i [dhawshah@oTss310407 deployWebGate]s ./deployWebGateInstance.sh -w |

In this command:

WebGate_Oracle_Home is the directory in which you have installed Oracle HTTP Server
WebGate and created it as the Oracle home for WebGate.

Example: MW_HOME/Oracle_ OAMWebGatel

WebGate_Instance_Directory is the location of WebGate Instance Home, which is same as the
Instance Home of Oracle HTTP Server.

Example:
MW_HOME/Oracle_WT1l/instances/instancel/config/OHS/ohs1

Run the following command to ensure that the LD LIBRARY_PATH variable contains
Oracle_Home_for_Oracle HTTP_Server/lib:

export LD_LIBRARY_PATH =
$LD_LIBRARY_PATH:$Oracle_Home_for_Oracle_HTTP_Server/lib

From your present working directory, move to directory:
cd WebGate_Home/webgate/ohs/tools/setup/InstallTools

On the command line, run the following command to copy the apache_WebGate.template from
the WebGate_Home directory to the WebGate Instance location (re-named to WebGate.conf)
and update the httpd.conf file to add one line to include the name of WebGate.conf:

JEditHttpConf -w WebGate_Instance_Directory [-oh
WebGate_Oracle_Home] [-0 output_file]

In this command:

WebGate_Oracle_Home is the directory where you have installed Oracle HTTP Server WebGate
for Oracle Access Manager and created as the Oracle Home for WebGate.
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Example: MW_HOME/Oracle_ OAMWebGatel

WebGate_Instance_Directory is the location of WebGate Instance Home, which is same as the
Instance Home of Oracle HTTP Server.

Example: MW_HOME/Oracle_WT1/instances/instancel/config/OHS/ohs1
output_file is the name of the temporary output file used by the tool.

Example: Edithttpconf.log

Note: The -oh WebGate Oracle_Home and -0 output_file parameters are optional.

Verifying the Installation of Oracle HTTP Server WebGate

After installing Oracle HTTP Server 11g WebGate for Oracle Access Manager, including the post-
installation steps, you can examine the install DATE-TIME_STAMP.out log file to verify the
installation.

The default location of the log is : WebGate_Home/oralnst.loc

Registering the New Oracle HTTP Server 11g WebGate

Before you can use the new Oracle HTTP Server 11g WebGate agent for Oracle Access
Manager, you must register the new WebGate agent with Oracle Access Manager by using the
Oracle Access Manager Administration Console.

Refer to the Section 7.1.2 “Post-Installation Tasks” under Oracle Access Management
Configuration chapter.

Home

Installer Pre-Requisite Setup Guide 60



Oracle Identity and Access Management Installation and Configuration

6. Oracle Identity and Access Management Installation and
Configuration

Oracle Identity and Access Management (IAM) components enable enterprises to manage the
end-to-end lifecycle of user identities across all enterprise resources - both within and beyond the
firewall. With 1AM, you can deploy applications faster, apply the most granular protection to
enterprise resources, automatically eliminate latent access privileges, and much more. Following
components are included in IAM:

e  Oracle Identity Manager

e Oracle Access Management

Oracle Adaptive Access Manager

Oracle Entitlements Server

Oracle Privileged Account Manager

Oracle Access Management Mobile and Social

e  Oracle Mobile Security Suite

This chapter provides information for installing IAM and includes the following topics:
e  Section 6.1, "Pre-requisite - Installing Java 1.7"

e Section 6.2, "Pre-requisite - Installing Weblogic 119"

e  Section 6.3, "Installing Oracle Identity and Access Management (IAM)"

6.1 Pre-requisite - Installing Java 1.7

Obtain the Java tarball pack from the Oracle Java Downloads. Download jdk-7u80-linux-
x64.tar.gz file to a directory.

e  Change the directory in which you want to install,
cd <Directory_Path>
e Unpack the tarball and install Java using the following command:

tar zxvf <Path>/jdk-7u80-linux-x64.tar.gz

Note : You must enter the absolute path of the folder where the TAR file is located.

e Now, set the path and environment variable for Java as:
export JAVA_HOME=<Java_lInstall_Path>/jdk1.7.0_80
export PATH=$JAVA_HOME/bin:$PATH

6.2 Pre-requisite - Installing Weblogic 11g

Oracle WebLogic Server is a scalable, enterprise-ready Java Platform, Enterprise Edition (Java
EE) application server. The WebLogic Server infrastructure supports the deployment of many
types of distributed applications.

This chapter describes the installation tasks which contains the following sections:
e  Section 6.2.1, "Installing Weblogic"

e  Section 6.2.2, "Verifying the Installation"
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6.2.1 Installing Weblogic

Obtain Weblogic 10.3.6 JAR from the Oracle Fusion Middleware Downloads. Download
wls1036_generic.jar file to a directory.

e Now to start the installer, go to the directory where you downloaded the file.
e  Start the installer from the same directory using the below command:

java —jar <Path>/wls1036_generic.jar

Note : You must enter the absolute path of the folder where the JAR file is located.

Follow the instructions as shown below for installation:

Welcome Screen

Oracle Installer - WebLogic 10.3.6.0

Welcome

Thiz installer will guide you through the installation of ORACLE

WeblLogic 10.3.6.0

Instructions

Click the Mext button to proceed to the next screen. If you want
to change entries in a previous screen, click the Previous
button. You may quit the installer at any time by clicking the
Exit buttan.

ORACLE

Fe] [ ]

The Welcome screen is displayed each time you start the installer.

Click Next to continue.
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Specify Middleware Home Screen

= Oracle Installer - WebLogic 10.3.6.0 .

Choose Middleware Home Directory

Specify the Middlewars Home where you wish to install ORACLE
WeblLogic 10.3.6.0.

Middlevware Home Type

) Usge an exizting Middlewmare Home

® Create a new Middleware Home

Middleware Home Directory

| Seeratchf Oracle /Middleware ‘

|§ru:uwse...| | Reset |

‘ Previous | | Mext |

Specify the following installation locations:

e Oracle Middleware Home
The absolute path to the directory where WebLogic Server will be installed.

Click Next to continue.
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Specify Security Updates Screen

| Oracle Installer - WebLogic 10.3.6.0 - X

Register for Security Updates
Provide your email address for security updates and DRACLE'

toinitiate configuration manager.

Email:

Uze My Oracle Support email addressfusername

l'wizh to receive security updates wia My Cracle Support

Support Password:

| Previous | I Mext I

Click to uncheck the box stating “I wish to receive security updates via My Oracle Support” and
the user will be prompted “Do you wish to bypass initiation of the configuration manager and
remain uninformed of critical security issues in your configuration?” (Kindly follow recommended
practices regarding updates depending on the setup requirements or usage.)
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Register for Security Updates
Provide vour email addreszz for zecurity updatesz and DRACLE-

toinitiate configuration manager.
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Oracle Installer - WebLogic 10.3.6.0 - X

Email:| |

Uze My Oracle Ssupport email addrezzjuzername

Are you sure?

Coyouwizh to bypass initiation of the configuration manager and
remain uninformed of critical zecurity izzues in your configuration?

|Yes || NDI

| Previous ‘ | Mext

Select Yes and Click on Next.

Specify Security Updates Screen

r

e |

Register for Security Updates
Provide youij _mail addrezs for security updates and OEACLE

to initiate configuration manager.

Oracle Installer - WebLogic 10.3.6.0 - X

lunish to Fec

= Email Address Not Specified x

Em ail:

Usze My Oracle Support email address fusername

f ou have not provided an email addrezs.

Dowvouwizh to remain uninformed of critical security
izzues inyour configuration?

Tes | | Mo I
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The user will now be prompted “Do you wish remain uninformed of critical security issues in your
configuration?”

Select Yes and it will prompt “Do you wish to bypass initiation of the configuration manager and
remain uninformed of critical security issues in your configuration?”

r

o Oracle Installer - WebLogic 10.3.6.0 -

Register for Security Updates
Provide wour email addresz for security updates and DRACLE-

toinitiate configuration manager.

Em ail:

Uze My Oracle Support email addresz/uzername

Are you sure?

f Do youwizh to bypass initiation of the configuration manager and
remain uninformed of critical security izzues inyour configuration:?

(o]

Select Yes and Click on Next to proceed.
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Specify Security Updates Screen

F k|

o) Oracle Installer - WebLogic 10.3.6.0 - X

Regﬁster for Security Updates
Provid -] Connection failed MORACLE

toiniti

[f neceszary, specify proxy server information. Othernise click Cancel and
checkyour netwark connection.

e

Proxy Server:

= Proxy Port:

Proxy Username:

Proxy Passward:

If thiz machine haz no internet connection, select the checkbox below and
click Cantinue.

lwizh ta remain uninformed of security izsues in my
configuration or this machine has no Internet access.

| Cancel || Cantinue

Brer T —TEVious | | Mext |

Click to select the checkbox “l wish to remain uninformed of security issues in my configuration or
this machine has no Internet access.”

Click on Continue to proceed.
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Specify Installation Type Screen

[ Oracle Installer - WebLogic 10.3.6.0

Choose Install Type
Select the type of installation you wizsh to perform. DRACLE-

® Typical

@ Install the following productis) and component(s):

& Weblogic Server
@ Oracle Coherence

) Custom

@g Choose software products and components to install and perform
nptional configuratian.

| Previous | | MNext

Following are the installation types:

e Typical
e  Custom

Select Typical and Click Next to continue.

Installer Pre-Requisite Setup Guide 68



Oracle Identity and Access Management Installation and Configuration

Specify JDK Selection Screen

Oracle Installer - WebLogic 10.3.6.0

JDK Selection
JDK(s) chosen will be installed. Defaults will ORACLE

be uzed in script string-zubstitution if installed.

) Discard Changes

Bundled |Dik.: Approximate installed =ize™

Highlighted item;
All selected bundled |DE's: 0.0 KB
Total of all selected items: 690.2 MB

*Installer requires free disk space
approximately 2x this total

Local JDE:
Oracle 1.7.0_60 {fzcratchfjava/jdk]l.7.0_a0)

|Erewinus | | Mext |

Check if the JDK Path listed is correct.

If the user wants to change the path, the user can do so by clicking on the Browse button and
selecting the path where JDK is installed.

Once done, Click Next to continue.

Installer Pre-Requisite Setup Guide 69



Oracle Identity and Access Management Installation and Configuration

Choose Product Installation Directories Screen

Oracle Installer - WebLogic 10.3.6.0

Choose Product Installation Directories

Provide the directories where you wizh to install ORACLE

Weblogic 10.2.6.0.

") Discard Chahges

Middlewware Home Directary

SacratchfOracle /Middleware

Product Installation Directories

The Product Home might contain shated utilities and any products or companents forwhich unique
directories are not set.

Weblogic Server:

| SscratchyfOraclefMiddleware fudzerver_10.3 ” Browese. . |

Qracle Coherence:

| SecratchfOraclefMiddleware fcokherence_3.7 ” Browese. . |

|Erewiuus || Mext |

This screen shows the Middleware Home location and the Weblogic Server and Oracle
Coherence Product home directories.

The user should verify the path and Click Next to continue.
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Installation Summary Screen

= Oracle Installer - WebLogic 10.3.6.0 - X

Installation Summary

The following Products and [DKs will be installed. ORACLE

] WeblLagic Server Dezcription

D Core Application Server Implements |EE technolaogies, Web services, and other
D Administration Consaole leading Internet standardz, 1o provide a reliable framework
for highly available, scalable, and secure applications.

D Canfiguration Wizard and Upgrade f

[ web 2.0 HTTP Pub-5ub Server

[ webLogic 5CA

[ ] webLogic JDEC Drivers

[ Third Party JDEC Drivers

D Weblogic Server Clientz

D WebLogic Web Server Plugins

D DDl and Xguery Support

D Evaluation Databasze
1 Oracle Coherence

[ Coherence Product Files Highlighted item: 633.9 MB
|‘ " | |I| Total of all selected items: 690.3 MB

| Previousz | | Mext |

Review the information on this screen. The operations summarized on this page will be
performed when you click Next.

Approximate Inztalled Size

If you want to make any changes to the configuration before starting the installation, click
Previous option to navigate to the screen where you want to edit the data.

Click Next.

Then screen shows the progress of the installation.
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Installation Progress Screen

Oracle Installer - WebLogic 10.3.6.0

Oracle® WebLogic Server 11g Release 1 1025
Qutperform

4 Quick application responsiveness
4 Proven, highest reliability, availability, and scalability
4 Fastest Java Virtual Machine

ORACLE

Installing.. POSITIONS [ 20% ]

o] [ |

This screen shows the progress of the installation.

If you want to quit before the installation is completed, click Exit. Doing so will result in a partial
installation; the portion of the software that was installed on your system before you click Exit will
remain on your system, and you will have to remove it manually.
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Installation Complete Screen

Oracle Installer - WebLogic 10.3.6.0

Installation Complete

Clickthe Done button to exit the inztaller. DRACLE

- Meszage

Congratulations! Installation iz complete.

ORACLE’

(o] (] (oo |

This screen summarizes the installation that was just completed with a message
“Congratulations! Installation is complete.”

Click Done to dismiss the screen.
6.2.2 Verifying the Installation

You can perform the following tasks to verify that your installation was successful:

e Verifying the Installation Directory

Check if Oracle Home directory exists or not.

6.3 Installing Oracle Identity and Access Management
This chapter describes the installation tasks which contains the following sections:
e Section 6.3.1, "Installing and Configuring Oracle Identity and Access Management”
e Section 6.3.2, "Verifying the Installation"

6.3.1 Installing and Configuring Oracle Identity and Access Management

Obtain IAM installer version 11.1.2.3.0 from the Oracle Fusion Middleware Downloads. Download
the zip file’s (respective installation files) to a directory, and unpack the downloaded archive that
contains the installer.

e Now to start the installer, go to the directory where you unpacked the archive file and switch
to the Disk1 directory.
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e  Start the installer from the Disk1 directory

Jruninstaller —jreLoc Java_Homel/jdk

Note: You must enter the absolute path of the JRE folder located in this JDK when launching the
installer.

e If you are installing on a UNIX system, and if this is the first time any Oracle product is being
installed on your system with the Oracle Universal Installer, you will are asked to provide the
location of an inventory directory. This is where the installer sets up subdirectories and
maintains inventory data for each Oracle product that is installed on this system.

e Follow the instructions in the below table to configure the inventory directory information. For
more help, click on the screen name in the table below, or click the Help button in the GUI.

Table: Inventory Directory and Group Screens

Screen Description and Action Required

Specify Inventory Specify the Oracle inventory directory and group
Directory Screen (UNIX permissions for that directory. The group must have
Only) write permissions to the Oracle inventory directory.

Click OK to continue.

Inventory Location Run the createCentralinventory.sh script as root.
Confirmation Screen ; .

lick OK .
(UNIX Only) Click OK to continue

Now, perform the steps as shown below to install and configure OUD after you start the OUD
installer.
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Welcome Screen

Oracle Identity and Access Management tallation - Step 1 of 7

Welcome ﬂ b
USION MIDDLEWARE

WebLoglc Server 11g or IEM WebSphere
e if the products you are installing require database schemas,
Complete make sure you have created these schemas in your database.

nstallation Progress

| T Welcome
it B
v Install Software Updates Weicome to the Oracle Fusion Middleware 1.‘19 Qracle Identity and -~
' Access Management Installer version 11,1.2.3.0. This installer can be
v Prerequisite Checks used to install a new OIM Oracle Home, or to patch an existing OIM
i Oracle Home,
v Instaliation Location
| if you are installing a new Oracle home:
¥ Instaliation Summary © Make sure you have installed a supported version of Oracle
|
r
|

For mare information, see the Oracle Fusion Migdiewars Installation
Planning Cuide

Context Sensitive Help Is avallable by clicking Help

Copyright (¢) 2000, 2015, Oracle and/or its affiliates. All rights reserved

| Help ' ¥ i A hen>w | Cancel

[ [Elapsed Time: Om 30s

The Welcome screen is displayed each time you start the installer.
Click Next to continue.
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Install Software Updates Screen

() Oracle Identity and Access Management Installation - Step 2 of 7 =

Install Software Updates @ ORACLE 11g
FUSION MIDDLEWARE

Welcome

%) Skip Software Updates
Skip Software Updates Search My Oracle Support for Updates

Prerequisite Checks

instaliation Location

-~ —€ —<

nstaliation Summary

Search Local Directory for Updates

| Help | <gack | Next> J | Cancel |

] [Eiapﬁecl Time: Om 50s

If you want to search for and download software updates from My Oracle Support, then do the
following:

Select Search My Oracle Support for Updates.

Enter User name and Password.

Click Test Connection.

If you want to search your local directory for updates, then do the following:
Select Search Local Directory for Updates.

Click Search For Updates.

If you want to skip software updates, then select Skip Software Updates. (Kindly follow
recommended practices regarding updates depending on the setup requirements or usage.)

Click Next to continue.
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Prerequisite Checks Screen

Oracle Identity and Access Management Installation - Step 3 of 7

1l
: . ORACLE
Prerequisite Checks 4
FUSION MIDDLEWARE
® - Selcome Selection Check | Progress | Status
W" Skip Software Updates Checking operating system certific., | 100% | v
1
w Prerequisite Checks Checking recommended operating 100% v
# Installation Location Checking kernel parameters 100% - v
+ Installation: Summany Checking Recommended glibe ver 100% v
Checking physical memaory 100% v
alatior P
#- « Checking operating system certification |&
¥ « Checking recommended operating system packages
4 Checking kernel parameters
#-« Checking Recommended glibc version
ol A Chhasliman mbuiniondl smavmmi —'J
[ Help | < Back ]l Next > l Cancel |
[ [Elapsed Time: im 255

This screen shows whether the system requirements are met in order to install the software.

If there is a problem, a short error message appears in the bottom portion of the screen. Fix the
error, and click Retry to try again.

If you want to ignore the error or warning messages and continue with the installation, click
Continue.

To stop prerequisite checking for all components, click Abort.

Click Next to continue.
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Specify Installation Location Screen

o Oracle Identity and Access Management Installation - Step 4 of 7 - X
. - . ORACLE
Specify Installation Location g
FUSION MIDDLEWARE

i Welcome

| —

¢ Skip Software Updates

,Ir Prerequisite Checks

I

i) Installation Location

|

¢ Installation Summary

| Installation Progress Oracle Middleware Home: |su:ratu:hfOracle,.fMiddlewarel vl | Browse

]- = = i biEe -

|

2 Installation Complete Qracle Home Directory: |Orac|e_IDMl |

The Oracle home will be created under the Oracle Middleware Home location with
the given name.
| Help | = Back || Mext = J | Cancel
| |Elapsed Time: Om 50s

Specify the following installation locations:
e Oracle Middleware Home

= The absolute path to the directory where WebLogic Server was installed.
e  Oracle Home Directory: The directory name for your Oracle home:

* You can specify a pre-existing directory that you want to use as the Oracle home; the
directory must be an empty directory.

* You can specify the name of a new directory that will be created for you inside the
Middleware home.

Oracle Home directory is where your products will be installed. All software binaries will reside in
this directory, and no runtime process can write to this directory.

Note: This installation directory will be referred to as IDM_ORACLE_HOME throughout the
remainder of this document. If you are performing an installation on a Windows operating system,
be sure that your directory paths are valid, and do not contain double backslashes (\\).

Click Next to continue.
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Installation Summary Screen

o Oracle Identity and Access Management Installation - Step 5 of 7 - X

Installation Summary s ion MIDOLEWARE

Welcome El-Summary Information: -

Skip Software Updates - location:
----- Middleware Home Location: fscratchfOracle/Middleware

; isi < H . H x
Prerequisite Checks | | . Oracle Home Location: fscratchyOracle/Middleware/Oracle_IDM1

Installation Location [1--Disk Space:

----- Required: 2600 MB

----- Available: 5772 ME

----- Free After Install: 3172 ME
Installation Complete [=H-Applications: |
----- Oracle ldentity Manager Server

Installation Summary

Installation Progress

C——CTEHE€—a——a—4

----- Oracle ldentity Manager Design Console
----- Oracle Identity Manager Remote Manager -

-
Ciracla Acca harznar
Save Response File: | Save
To change this configuration before installing, select the topic you want to
change inthe pane an the |eft.
To install this configuration, select Install.
| Help < Back | Install | | Cancel

| |Elapsed Time: Sm 35s

Review the information on this screen. The operations summarized on this page will be
performed when you click Install.

If you want to make any changes to the configuration before starting the installation, use the
navigation pane, and select the topic you want to edit.

If you want to save this configuration to a text file (called a response file), click Save. You will be
prompted for the location of name of the file you want to create (for example, silent_install.rsp).
This file can be used later if you choose to perform the same installation from the command line.

Click Install.

Then screen shows the progress of the installation.
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Installation Progress Screen

(=] Oracle Identity and Access Management Installation - Step 6 of 7 - X

- FUSION MIDDLEWARE

|
Wy

Installation Progress

Welcome

Copying files for: Oracle Upgrade Assistant 11.1.1.9.0
Copying files for: Oracle ldentity Manager Server 11.1.2.3.0

Installation Complete -

Installation Progress

T Progress
|
. Skip Software Updates 1% |
I Copying Files ..
Prerequisite Checks A
[ Install Log fscratchfsetup/Middleware flogs/install2016-09-23_03-27-10PM.lag
T Installation Location I —
I I o Copying files for: Oracle IDM Ul Shell 11.1.2.3.0 |44
e — Copying files for: Oracle OF5 11.1.1.9.0
I
@
T
I

Oracle Fusion Middleware o
Extreme Productivity

ORACLE’

| Help | | Cancel |

| Elapsed Time: 10m 0Os

This screen shows the progress of the installation.

If you want to quit before the installation is completed, click Cancel. Doing so will result in a partial
installation; the portion of the software that was installed on your system before you click Cancel
will remain on your system, and you will have to remove it manually.
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Installation Complete Screen

o Oracle Identity and Access Management Installation - Step 7 of 7 - X
B, OoORACLE
Installation Complete 4
FUSION MIDDLEWARE
¥ Welcome [El-Install Software Only: | =]
| i Fy—
¥ Skip Software Updates E|'-"|.I:JEHIIDII.
| o i--Middleware Home Location: fscratch/Oracle/Middleware
‘Ir SIS i--0racle Home Location: fscratch/Oracle/Middleware/Oracle_IDM1
¢ Installation Location E‘-----;ﬁ\.|::|;:uli|:eniun Server Type: WebLogic Server
| =1 Di .
i Installation Summary & DE'Sk Space:
1 ---Oracle Home Size: 2689 MB
¢ Installation Progress LoAvailable: 3108 MB
I 3 S |9
e Installation Complete =h-Applications:
w-0racle ldentity Manager Server
i--Oracle ldentity Manager Design Console
~-Qracle [dentity Manager Remote Manager |
i la A Mamznar 4
Save Installation Configuration: | Sawve |
Oracle Fusion Middleware 11g Identity and Access Management Suite installed
successfully.
| Help | Einish |
| |Elapsecl Time: 17m 50s

This screen summarizes the installation that was just completed.

You can also save this summary information to a file for future reference by clicking Save. You
will be prompted to specify a hame and location for your summary file.

Click Finish to dismiss the screen.
6.3.2 Verifying the Installation

You can perform any combination of the following tasks to verify that your installation was
successful:

e Verifying the Installation Logs: Check for the presence of installation log files in logs
directory inside your Oracle Inventory directory.

e Verifying the IDM Home Directory: Check for the presence of IDM Home directory. For
example, <Oracle_Home>/Oracle_IDM1

Home
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7. Oracle Access Management Installation and
Configuration

Oracle Access Management includes components like Oracle Access Manager, Oracle Access
Management Security Token Service, Oracle Access Management Identity Federation, Oracle
Access Management Mobile and Social.

Following topics in this chapter provides detailed information on installing and configuring Oracle
Access Management after installing Oracle Identity and Access Management:

e Section 7.1, "Creating Weblogic Domain for Oracle Access Manager"
e  Section 7.2, "Post-Installation Tasks"

e  Section 7.3, “Verifying the Installation”

7.1 Creating Weblogic Domain for Oracle Access Manager

e Before you start configuring Oracle Access Management, note that the IDM HOME is the
path provided during IDM installation and is used to refer to the Oracle home directory.

e  Execute the below command, to launch the Weblogic Configuration Wizard:

<Oracle_Home>/wlserver_10.3/common/bin/config.sh

Note: Oracle_Home is the Middleware Home, which is the absolute path where Weblogic Server
is installed.

. Follow the instructions as shown below for installation:
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Welcome Screen

B Fusion Middleware Configuration Wizard -

Welcome

ORACLE’

® Create a new WebLogic domain

Create a WeblLogic domain in your projects directory.

O Extend an existing WebhLogic domain

Use this option to add new components to an existing domain and modify configuration settings.

|

The Welcome screen is displayed each time you start the installer.

Click Next to continue.
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Select Domain Source Screen

B Fusion Middleware Configuration Wizard - X

Select Domain Source

ORACLE’

® Generate a domain configured automatically to support the following products:

]

[ Oracle ldentity Manager - 11.1.2.0.0 [Oracle_IDM1]
|Orac|e Access Management And Mobile Security Suite - 11.1.2.3.0 [Oracle_IDMl]|

[ oracle Adaptive Access Manager - Server - 11.1.2.0.0 [Oracle_IDM1]

[ oracle Adaptive Access Manager Offline - 11.1.2.0.0 [Oracle_|DM1]

[ oracle Adaptive Access Manager Admin Server - 11.1.2.0.0 [Oracle_|DM1]
[ oracle Entitlements Server for Managed Server - 11.1.1.0 [Oracle_IDh1]

[ oracle Entitlements Server for Admin Server - 11.1.1.0 [Qracle_IDM1]

[ Oracle Privileged Accournt Manager - 11.1.2.0.0 [Oracle_IDM1]

Cracle Enterprise Manager - 11.1.1.0 [oracle_comman]

[ ©racle Bl Publisher - 11.1.1.6.0 [oracle_bip]

[ oracle BHDEC - 11.1.1.9.0 [aracle_bip]

[ oracle Directory Services Manager - 11.1.2.3.0 [Oracle_oUD1]

[ oracle Entitlements Server Weblogic Security Module On'Weblogic Managed Server and JRF - 11.1.1.0 [Cracle_{DM1]

[ oracle Entitlements Server Weblogic Security Module On RF - 11.1.1.0 [Oracle_IDM1] |z|

O Base this domain on an existing template

Use this screen to select the components that you want to configure.

For Oracle Access Manager, select the Oracle Access Management And Mobile Security
Suite - 11.1.2.3.0 [IDM_HOME]

Click Next to continue.

Note: On selecting Oracle Access Management and Mobile Security Suite option, few options
like Oracle Enterprise Manager, Oracle WSM Policy Manager, Oracle JRF, Oracle Platform
Security Service and Oracle OPSS Metadata for JRF gets selected by-default.
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Specify Domain Name and Location Screen

B Fusion Middleware Configuration Wizard - X
Specify Domain Name and Location
ORACLE
Enter the name and location for the domain and its applications:
Domain name: | oam_domain |
Domain location: | fscratchyfOracle /Middleware fuser_projects fdomains | | Browse |
Application location; | JscratchyfQracle/Middleware fuser_projectsfapplications || Erowse |

Specify the following locations:
e Domain name
Specify the name of the domain.
e Domain location
The default locations for the domain home is
<Oracle_ HOME>/user_projects/domains
However, the domain home directory can also be created outside of Oracle home.
e  Application location
The default locations for the domain home is
<Oracle_HOME>/user_projects/applications
However, the domain home directory can also be created outside of Oracle home.
Here, Oracle Home directory is where the Weblogic Server is installed.

Click on Next.
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Configure Administrator User Name and Password Screen

3 Fusion Middleware Configuration Wizard ]

Configure Administrator User Name and Password

ORACLE’

7 Discard Changes

"Mame: | weblogic

*User passward: | trrirtrirtrit

*Confirm user password: | trrirtrirtrit

Description: | This uzer iz the default administrator,

This screen is to provide the username and password for the Weblogic Administrator.
The default username is weblogic. The user can provide a different username.
Then, Click on Next.
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Configure Server Start Mode and JDK Screen

B Fusion Middleware Configuration Wizard -

Configure Server Start Mode and JDK
ORACLE

Before putting your dom ain into production, make sure that the production enviranment is secure, For more information, see the topic
'Securing a Production Environment' in the Weblogic Server documentation.

‘WeblLogic Domain Startup Mode JDK Selection

(®) Development Mode

Utilize boot.properties for username (® Available JDKs
and password and poll for applications - -
to deploy. Sun SDEL17.0_79 @ fzcratch/latest_softwares fjavaf)

Sun JOE recommended for better startup
performance during iterative
development.

(O Production Mode

4

Require the entry of a username and | " IE
passward and do not poll for

applications to deploy. O Other JDK

WeblLogic JRockit DK recommended for Lacation: I:l
better runtime performance and
managem ent.

e Choose a JDK from the Available JDKs.
e  Select a mode under the Weblogic Domain Startup Mode.
Click Next.
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Configure JDBC Component Schema Screen

Fusion Middleware Configuration Wizard

Configure ]JDBC Component Schema
ORACLE’

Mote: Change only the input fields belowthat you wizh to modify and values will be applied to all selected rows.

vendar:| Oracle |~ DBMS Service: | INST |

Drriwer:

*Cracle's Driver (Thin) for Service cannections; Versions:Q.D.ll A | Hiost Mam e:| 10.180.7.85 |

Schema Owner:| Yaries amaong component schemas | Pur‘t:| 1521 |

SchemaF‘asswnrd:| riririricirte |

RAC configuration for component schemas:

() Convert to GridLink ) Convert to RAC multi data source 1 Don't convert

Companent Schema DEMS fService Host Mame Part Schema Cwner Schema Paszward
04 MDS Schema INST 10.180.7.58 1521 | DEV1_MDS i
OWSh MDS Schema INST 10.180.7.588 1521 || DEV1_MDS i
OAM Infrastructure INST 10.180.7.58 1521 || DEW1_OAM rtrietetc
O3 Schema INST 10.180.7.58 1521 || DEW1_OMSM i
OP3% Schema INST 10.180.7.58 1521 || DEV1_OPSS i

This screen displays a list of the following component schemas:
¢ OAM MDS Schema

e OWSM MDS Schema

e OAM Infrastructure

¢ OMSM Schema

e OPSS Schema

In-case there is any changes to Schema Owner, Schema Password, Database and Service, Host
Name, and Port, select that particular component schema, for example OAM Infrastructure
Schema and enter the new configuration value.

Click Next.

Note: The schemas listed in this screen should be created before starting the configuration using
Oracle Repository Creation Utility. RCU utility should be downloaded from Oracle website which
is compatible with your Oracle Database.
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Test JDBC Component Schema Screen

B Fusion Middleware Configuration Wizard -
Test |DBC Component Schema
ORACLE’
Status Compaonent Schema JDBC Cannection URL

\/' QAM MDS Schema jdbcoraclethin@l0 180.7.88: 1521/ INST

J Okl MDS Schema jdbecioraclethin@l0.180.7.88: 1521 /INST

J’ CAM Infrastructure jdbcioraclethin@l0.180.7.85: 1521/ IM5T

\/' OMSM Schema jdbecioraclethin@l0.180.7.883: 1521 /INST

J QPSS Schema jdbcioraclethin@l0.180.7.88: 1521/ IMNST

Select All | | Unselect All | |Iest Connections

Connection Result Log

Component Schema=CMSM Schema |E|

Driver=oracle jdbec. OracleDriver

URL=jdbc:oracle:thin:@10.180.7.858: 1921 /INST

User=DEV1_OMSM

Pas suug rd =i

S30L Test=zelect 1 from schema_version_registry where owner={elect user from dual) and mr_type="0M5M"

CFCOFWK-20850: Test Successfull |:|

This screen displays the status of the DB Schema Test Connection.
o If the test fails, click Previous, correct the issue, and try again.

e After the test succeeds, click on Next.
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Select Optional Configuration Screen

B Fusion Middleware Configuration Wizard

Select Optional Configuration

ORACLE’

Administration Server
Modify Settings

[ Managed Servers, Clusters and Machines
Add ar Delete
Maodify Settings

[] Deployments and Services
Target to Servers or Clusters

[ RDBMS Security Store
Modify Settings

Choose the options to configure from the following list:
e  Administration Server

e Managed Servers, Clusters and Machines

e  Deployments and Services

e RDBMS Security Store

Select Administration Server and Click on Next.
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Configure the Administrator Server Screen

B Fusion Middleware Configuration Wizard -

Configure the Administration Server

ORACLE
7 Dizcard Changes
*hlame: | Adminierver |
*Listen address: | All Local Addresses |~]

Listen part: | 7011 |

SSL listen part: | |

SSLenabled: [

Specify the following details of the Administration Server in this screen:
e Name

e Listen address

e Listen port

e  SSL listen port (Only if SSL is enabled)

e SSL enabled

After entering the details, click on Next.
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Configuration Summary Screen

B Fusion Middleware Configuration Wizard - X
Configuration Summary
Domain Summary Click on an item in the Domain Summary pane oh the [eft to inspect its attributes
Summary View: in the Details pane below. You can makg I|m|t.ed adjustmgnts by clicking Previous
| Deplayment | - | to return to a prior panel. If everything is satisfactory, click Create.
| oam_domain (,.fscrat-:h,fOracIefMiddIeware,fuseE —
etails
B server -
5 [ AdminServer Attribute ‘ufal%,le . .
] servi Mame Basic weblLogic Server Domain E
= Ervice Description  Create a bazic WeblLogic Server damain withaut installing samg
[=-[7 Shutdaun Class Author Crracle Corporation
[ Joc-shutdown Locatioh Jscratch/Oracle/Middleware fndserver_10.3/ common/templat
[ oMsshutdown
= Startup Class Mame Cracle Access Management And Mobile Security Suite
D JRF Startup Class Description  Oracle Access Management Server and Maobile Security Extensi
D JPS Startup Class Autho_r Qracle Corporation.
D ODL-Startup Lacation fscratch/Cracle /Middleware/ Cracle_IDM1fcommon,/tem plate
D AWT Application Context Sta Mame Crracle Mobile Security Manager
D JMX Framework Startup Class Description  Oracle Mobile Security Manager Extension Tem plate
[ web Services Startup Class Authar Oracle Corparation
D JOC-Startup Lacation JzcratchfOracle fMiddlewaref Oracle_IDM1 fcammoan,/template
[ oMs-startup
= [ JDBC Mame Oracle Access Management
B 7 IDEC Data Source |Z| Description  Oracle Access Management Server Extension Template |E|
[4]] | DNRE ]

Review the domain configuration on this screen.

If you want to make any changes to the configuration before creating the domain, click Previous
to navigate to the selected screen where you want to edit the details.

Click Create to start creating the domain.

By default, a new Weblogic Domain to support Oracle Access Management is created in the
<Oracle_Home>/user_projects/domains directory.
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Creating Domain Screen

3] Fusion Middleware Configuration Wizard -

Creating Domain

ORACLE

Progress:

[ 100%

Preparing...

Extracting Domain Contents...

Creating Domain Security Infarmation...
Saving the Domain Informatian...

Staring Domain Information...

String Substituting Domain Files ..
Performing Q5 Specific Tasks...
Performing Post Domain Creation Tasks..
Diomain Created Successfullyl

Domain Location: fscratch/latest_softwares/ Cracle Middleware fuser_projects /domainsfoam_dc
Admin Server URL: hitp:ffofss312830.in.oracle.com:7011

ORACLE"

[ | DI

T e

This screen summarizes the domain creation information that was just completed.
Click Done to dismiss the screen.

e  After configuring Oracle Access Management in a Weblogic Administration Domain and
before starting the Admin Server, you must configure the Database Security Store by
executing the below command:

<Oracle_Home>/oracle_common/common/bin/wlst.sh
<IDM_HOME>/common/tools/configureSecurityStore.py -d
<Oracle_Home>/user_projects/domains/<OAM_domain>/ -c IAM -p
<opss_schema_password> -m create

e Now, start the Admin Server using the following command to check if the Security Store is
configured correctly.

<Oracle_Home>/user_projects/domains/<OAM_domain>/bin/startWeblogic.sh

Note: Oracle_Home is the Middleware Home, which is the absolute path where Weblogic Server
is installed & IDM_HOME is the absolute path of the Oracle_IDM directory.
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7.2 Post-Installation Tasks

After installing and configuring Oracle Access Management, the user can perform the following
steps:

Configure your own LDAP to use instead of the default embedded LDAP, which comes with
Oracle Weblogic Server.

To do this, ensure that the Admin Server is running. Login to the Weblogic Console using
the following URL.:

http://<hostname>:<oam_admin_port>/console
Now, go to Security Realms > myrealm > Providers

Click on ‘DefaultAuthenticator” provider and change the Control Flag to SUFFICIENT and
Save the changes.

Now, click on New and enter the below details and click Save.
Name : OUDAuthenticator
Type : IPlanetAuthenticator
Control Flag : SUFFICIENT

Click on the new OUDAuthenticator Provider and under Provider Specific tab and set the
details of LDAP where the server should point. Refer to the following table for more
information:

Property Value
Host This is the LDAP Server (OUD) Hostname
Port This is the LDAP Server (OUD) Port. E.g. 1389
Principal This is the Administrator Account name. E.g. cn=orcladmin
Credential This is the Administrator Account password.
UserBase DN This is the OUD user search base
cn=Users, dc=in,dc=oracle,dc=com
GroupBase DN This is the OUD group search base
cn=Groups, dc=in,dc=oracle,dc=com

Click on Save to update the changes.

Click on Save and reorder the providers so that LDAP Provider gets highest priority followed
by DefaultAuthenticator.

Click Save to apply the changes and shutdown the Admin Server for restart.
Now, again start the Admin Server using the command,
<Oracle_Home>/user_projects/domains/<OAM_domain>/bin/startWeblogic.sh

Also, start the OAM Managed Server (by default it is ‘oam_server1’) as mentioned below:
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<Oracle_Home>/user_projects/domains/<OAM_domain>/bin/startManagedWeblogic.s
h oam_serverl

(Only if Managed Server Start Fails)

In-case Managed Server startup fails with the below error

<Info> <Security> <BEA-090065> <Getting boot identity from user.>
Enter username to boot WebLogic server:Error: Failed to get value from Standard
Input
Enter password to boot WebLogic server:
<Info> <Management> <BEA-141107> <Version: WebLogic Server 10.3.6.0 Tue Nov 15
08:52:36 PST 2011 1441050 >
<Error> <Configuration Management> <BEA-150021> <The admin server failed to
authenticate the identity of the user starting the managed server. The reason for the
error is .>

or
<Error> <Security> <BEA-090783> <Server is Running in Development Mode and
Native Library(terminalio) to read the password securely from command line is not
found.>

To fix the above problem, either create a file “boot.properties” in
<OAM_domain>/servers/oam_serverl/security or copy it from
<OAM_domain>/servers/AdminServer/security

If creating a new file, add the username and password as given below:
username=<domain_username>
password=<domain_password>

After setting the values in the file, try starting the Managed Server once again.

7.3 Verifying the Installation

You can perform any combination of the following tasks to verify that your installation was
successful:

» Ensure that the Administration Server and Managed Servers are up and running.
= Verifying the installation for Oracle Access Management

Log in to the Administration Console for Oracle Access Management using the following
URL:

http://<hostname>:<oam_admin_port>/oamconsole
You will be redirected to:

http://<hostname>:<oamserver_port>/oam/server

When you access this Administration Console running on the Administration Server, you are
prompted to enter a user name and password. Note that you must have Administrator's role and
privileges.

Verifying the installation for Weblogic Server Administration Console

If the installation and configuration of Oracle Access Management are successful, this console
shows the Administration Server in running mode.

Home
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Configuring OBAPIs Application and Mobile Banking
using OAM and Weblogic

Following topics in this chapter provides detailed information on configuring OBAPIs Application
and Mobile Banking:

e Section 8.1, "Creating WebGate Agent on OAM Console"

e Section 8.2, "Manage Application Domain and Resources"

e Section 8.3, “Creating Custom Login Scheme”

e Section 8.4, "Add the Login Scheme to Authentication Policy"
e Section 8.5, "Manage User Identity Stores"

e Section 8.6, “Enabling OIC in OAM (For Mobile Banking)”

e Section 8.7, “Finger Print Authentication”

e Section 8.8, “Copying the artifacts generated after registering Webgate”

Creating WebGate Agent on OAM Console

Before you can use the new Oracle HTTP Server 11g WebGate agent for Oracle Access
Manager, you must register the new WebGate agent with Oracle Access Manager by using the
Oracle Access Manager Administration Console. Following are the steps to register a WebGate
Agent:

Login to OAM Console.

E. g. http://<hosthame>:<oam_admin_port>/oamconsole
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In the Agents block, Click the “+” and choose Create Webgate.
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e Select the Version as 11g

e Enter the hostname in Name field

e Click on Apply

This creates the 11g Webgate Agent for OAM.

Note: The hostname here will be the fully qualified hostname of the server where Webagte is
installed.
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Manage Application Domain and Resources
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Go to Launch Pad and search for an application domain.
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Click on Applications Domain in the Access Manager tab.
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Click on Search
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Click on the Domain Name you want to configure.
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Click on the Resources Tab
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Click on Search
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Search Results will show an entry for Resource URL as /** which is Protected.
Select the Resource entry and Click the Edit option.
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Modify the values of Protection Level, Authentication & Authorization Policy as shown.

Click on Apply to save the changes.
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Click on the Create Icon
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Access Manager =

Create Resource Resource Apply

Use the following screen to define a Resource and the URL prefix that identifies the resource (document or entity) stored on a server. Individual resource URLs need not be unique across
demains, but the combinatien of a resource URL, Query String, and a host identifier must be unique across domains.

*Type A\

Description

* Host Identifier

A Uri

* Resource URL

4 Qperations

Operations Available @& Al

4 Protection

* Protection Level v

Authentication Policy ¥

Authorization Policy ¥

Specify the following values for each of the fields respectively:

Type: The HTTP type is the default; it covers resources that are accessed using either the
HTTP or HTTPS protocol. Policies that govern a particular resource apply to all operations.

Select Type HTTP
Description: An optional unique description for this resource.

Host Identifier: A list of host identifiers is available, which contains all identifiers that were
defined as a shared component. You must search and choose a host identifier to assign this
resource.

Resource URL: The URL value must be expressed as a single relative URL string that
represents a path component of a full URL. For example, /pages/*

Operations: Select the required Operation from the table.

Protection Level: Select the Protection Level from the dropdown as per the table.

Authentication Policy: Select the required value from the dropdown.

Authorization Policy: Select the required value from the dropdown.

Click on Apply to add the resource.
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Perform the above steps to add the URLs listed in the table below:

Resource URLs Operations Protection Authentication
Level Authorization Policy
[x* ALL Unprotected Public Resource Policy
/pages/* ALL Protected Protected Resource
Policy
[*Ipages/* ALL Protected Protected Resource
Policy
/digx/vl/locations/branches/* | GET Excluded -
/digx/v1l/locations/atms/* GET Excluded -
/digx/v1/locations* GET Excluded -
/digx/vl/mobileClient/verify ALL Excluded -
Actions w View y o Create (™ Duplicate /' Edit ¢ Delete [ Detach
Row %’esgurce Host Identifier ~ Resource URL Query String Authentication Policy ~ Authorization Policy

1 HTTP ofss 310655 Ipages/* Protected Resource Policy  Protected Resource Policy

2 HTTP ofss 310655 Idigeiviflocations/branche...

3 HTIP ofss 310655 Idiguefv1flocations/atms/”

4 HTTP ofss 30655 fdigfv1flocations*®

5 HTTP ofss 310655 Idigxhv1imobileClient/verify

6 HTTP ofss 310655 [lpages/® Protected Resource Policy  Protected Resource Policy

1 HTIP ofss 310655 Public Resource Policy Public Resource Policy
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8.3 Creating Custom Login Scheme

To add a Custom Login Page, go to Launch Pad on oamconsole.
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Click on Authentication Schemes from the Access Manager block.
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Click on Create Authentication Scheme
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Specify the following details:

e Provide a name for the Scheme. E.g. OBAPIsLoginScheme

e  Select the authentication level as 2.

e  Choose the Challenge Method as FORM

e Enter the Challenge Re-direct URL. E.g. /oam/server

e  Select the Authentication Module as LDAP

e Enter the Challenge URL which is the actual URL of the login page.
e  Select the Context Type as External

Click on Apply to save the Scheme.
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8.4 Add the Login Scheme to Authentication Policy
Go to the Launch Pad.
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Click on Application Domain.
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Click on Search and Select the Domain Name.
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Click on Authentication Policies Tab
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Click on Protected Resource Policy
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Select the Scheme create for Login from the Authentication Scheme drop-down.

Click on Apply to save the changes.

8.5 Manage User ldentity Stores

For modifying the OAM Identity Store to store LDAP details, click on Configuration button

available on the top-right corner.
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Select the entry UserldentityStorel, under OAM ID Stores and Click the Edit option.
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ORACLE’ Access Management

E Application Security & Federation D Mobile Security d_‘" ‘Configuration

Launch Pad  User Identity Stores « | Userldentity Store1 @

Configuration =

UserldentityStore1 user identity Store Service [#systemstore  Duplicate | Test Connection | Apply
Store Name UserldentityStore1 Enable SSL
Use Native 1D Store Settings

* store Type Embedded LDAP: Oracle Weblogic Embedded LDAP v

. Prefetched Attributes
Description

4 Password Management

Enabls Password Management

Now, Select the Store Type depending on the LDAP to be used and you will be shown additional
fields to provide further details as shown below.

* Access Management
OR)ACI—G 9 Application Security Federation Mobile Security 3 Configuration
& e

Launch Pad  User Identity Stores x = Userldentity Store1 x @

Configuration =

UserldentityStore1 useridentity Store Service [#sysiem Store | Duplicate  Test Connection | Apply
Store Name UserldeniityStore1 Enable SSL
* Store Type OUD: Cracle Unified Directory v Use Native ID Store Seftings

Prefetched Attributes
Description

4 Location and Credentials
* Location ld0Zp-nost 1338 ¥ Password s
" Bind DN cn=orcladmin
4 Users and Groups
* Login ID Attribute  ¢cn
User Password Attribute  userPassword
* User Search Base cn=Users,dc=in,dc=oracle,dc=com
User Filter Object Classes
Group Name Attribute
* Group Search Base cn=Groups,dc=in,dc=oracle,dc=com

Group Filter Classes

Enable Group Membership Cache

Group Membership Cache Maximum Size

Group Membership Cache Time to Live (in
seconds)

Enter the values against the mandatory field on the page:

Location: Provide LDAP hostname & port in the following form:
<ldap_hostname>:<port>

Base DN: This will be the LDAP username e.g. cn=orcladmin
Password: Enter the LDAP user’s password.

User Search Base: Provide the user search hierarchy e.g.
cn=Users,dc=in,dc=oracle,dc=com
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Group Search Base: Provide the group search hierarchy e.g.
cn=Groups,dc=in,dc=oracle,dc=com

Then, check the Enable Password Management checkbox at the end and provide the details in

the fields as shown below.

User Password Attribute
* User Search Base

User Filter Object Classes
Group Name Attribute

~ Group Search Base

Group Filter Classes
Enable Group Membership Cache
Group Membership Cache Maximum Size

Group Membership Cache Time to Live (in
seconds)

4 Connection Details

Minimum Pool Size 0| A

Maximum Pool Size 0| A

Wait Timeout (in seconds) 0| A
Inactivity Timeout (in seconds) 0o =~

4 Password Management

«| Enable Password Management

* Global Commen ID Attribute

First Name Attribute ¢

Last Name Attribute

Email Address Attribute

userPassword

cn=Users,dc=in,dc=oracle,dc=com

en=Groups,dc=in,dc=oracle,dc=com

Results time limit (in seconds) 0| A
Retry Count 0 A
Referral Policy v

Use Oblix User Schema

Click Apply to save the changes.

Note : After mapping the LDAP server details in OAM ID Store, login to the oamconsole will be
only allowed using the LDAP admin user credentials. The user details can be found in the
usergroup.ldif file attached in the Section 9.4 “Creating Attributes, Object Class, Users, Groups
and Adding Optional Attributes on LDAP Server” of this document.
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8.6 Enabling OIC in OAM (For Mobile Banking)
OBAPIs uses Oracle Identity Connect (OIC) API's. Below are the steps to enable OIC in OAM

ORACLE Access Management Roptication security | A Federation | [] osite security [
Launch Pad | Available Services x ie]

Configuration >

Available Services

The folloving is the st of services nstalied in your current deployment. Disabiing 3 service vill only tumn off that service and will not uninstall t from the system

< E Application Security

Access Manager Disable Service

@ Adaptive Authentication Service Enable Service
Dsables

A & Federation

Q Identity Federation
Enabled

Security Token Service Disable Service

Access Portal Service

4 DWIQ

e Mobile and Social Q Disable Service
Enabied

Mobile Security Service a Disable Service

Navigate to Configuration > Available Services

Enable Mobile and Social Service.
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shantanu d w

&Fedu»on Duowowny ¢ Configuration

(ir]

ORACLE Access Management

SSO Agents x

Launch Pad

Access Manager >

Search SSO Agents

Webgates OSSO Agents  OpeaSSO Agents
Search for an existing WebGate or chck the Create WebdGate button 10 create 3 new one = Create Webgate
4 Search
Name State Srabied ¥
Version Ar V¥ Primary Secver

Preferred Host

ofs3310834

Secondary Server

Search  Reset
Search Results
Astons v View v = Create Mot +° Detach
Row Name Version Preferred Host  State Primary Server Secondary Server
1 ofss310 ng of53310838 Enadles mumO030n. 0. oracie com: 8575

Now, go to Application Security Tab > Agents
Select the WebGate for which OIC is to be enabled.

ORACLE Access Management

shantanud v

A Federation D Mobile Security a‘,’ Configuration

Launch Pad SSO Agents x  ofss310838 m
Access Manager >
ofss310838 wvesgate Avplyi| || Dceamiond
Version 11g Logout Target
Name ofs5310838 Oy Onbict @
Description -~
User Defined
Access Parameters B
Client
Password %
* Security g o ‘lgl:::\;?) oialy
Simple Cache
Cent Pragma nNo-<3che
Header
" State g coaze Cache Control
Header no-cache
Dsadle
. Debug
Ma e
s 100000 A | v
Elements IP Validation
Ca
Tieos 1800 Al Mana Allm
(Seconds) Operations
validity w00 |a|v A
Period Operations
{Seooewts) Allow Master
Max Token
Connections 2 Retrieval
* Max o0 Allow
Session o0 B Credential
Time Collector
* Failover Operations
Threshold b Sharepoint
- Impersonation
Timeot sialv et
Threshold . Sharep?m
. ropersordiion
Pvele‘l‘r:s«: ofss310838 p‘Passwd
1 oot 1IRY
Add the below parameters in User Defined Parameters as shown and save changes.
OAMAuthUserAgentPrefix=0IC
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OAMAuthAuthenticationServiceLocation=http://<OAM
Host>:14100/oic_rest/rest/oamauthentication

Note : The below step is required if using non-default identity store in OAM. In such a case map
the identity store to an authentication scheme and then the authentication scheme to OIC.

ORALCL & Access Management

A Federation D Mobile Security 5’ Configuration

&

Lsunch Pad | Application Domain x

255 Manager =
Search Application Domains
Use the search tool to find an existing Application Domain or click

4 Search

== Create Application Domain
the Creste Appication Domain button to creste 8 new one

Name iam

Search Reset
Search Results

Actions w  \iew w 4= Create / Edit 3 Delete " Detach
Row Name Description
1 1AM Suite

Policy cbjects enabling CAM Agent to protect depioyed LAM Sutte applications

From Launch Pad, go to Application Domain > IAM Suite > Authentication Policies >
OICAuthenticationPolicy

ORACLE Access Management

& Federation D Mobile Security  gf Configuration
Lsunch Pad  Application Domain x AM

M Suite % LAM Suite : OICAuthentica... @

Access Manager >

OICAuthenticationPoliCy autnentication Poicy
Authentication Policy def
palicy can be defined to

Duplicate  Apply

be parformad to provide a sufficient level of trust for Access Manager 10 grant access to the user making the request. A single
cation Domain

type of verification that
1 one or More resources in the

* Name OICAuthenticationPalicy Success URL

Protected resource policy for OIC Resources Failure URL
Description

* Authentication
CLIPLoginScheme bl
Scheme ogn=X

Resources Responses Advanced Rules

Resources < Add 3 Delete

Type Host i R URL Query String

wi_suthen IOICALthentication

Select the OBAPIs Authentication Scheme created previously and click Apply.

Now, refer Section 5 in OpenLDAP-Configuration.docx to configure Mobile Banking using
Weblogic Managed Authentication.
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8.7 Finger Print Authentication

Finger print authentication in OBAPIs mobile banking is achieved using JSON Web Tokens
(JWT). JWT Tokens are validated along with mobile device UUID. Below configurations are
required in OAM:

ORALCL & Access Management

[&] Apptication Security MR Federation D LR f Configuration
Launch Pad | Mobile Services x (i~ ]

Manage Mobile Services

Use Mobie Senvioes 10 CONMMCT WD, MOobie. And JeSk100 SODECHIONS 10 &0 SSing ISEMdy mirasiructue 10 provede Suthent Caton. BUNONIAUon. #Nd DS USer-Drofis Jeeciory Sen RS
Mobile Sennices Sunpord Oracie ldentty Access Management (LAM) procusts and LDAP-compatinie back-and drectory terers  Corfigure the falowing Sections 1o defne bath the back-sad
sarvices and the chent applications that will consume those senices.

4 [Z) service Providers Li ]
Ve w [ create v " Bt 3 Delete @) Refresh
Mame Type Description
B Mol rWT S MAsRerticaton Ausheenication Out Of The Box Mabie Java Ve Token (JWT) & Cracle Access M. =
B JWTauthentication Authentication Out ©F The Box Jawva Wb Token (JWT) Authentication Token Send
B Userrrofie User profile Out Of The Box Liser Frofie Sanvios Provides
Customéathentication Aoshantication
B swTosnauanentication Ausheetication Out Of The Box Mobile Java Web Token (JWT) & Oracle Access M. .
4 . Service Profiles Displays the list of configured service providers. } (i ]
Ve w [B creste v Bt 3 Delete @) Retresh
Name Trpe Service Endpoint Description
B Mobie SWTOAMAL hertication Authertication moblepwtoamauthentioation ©ut ©f The Box Mobile Java Web Token (JWT) &.. =
‘! SWTAhertsation ALBPEr St Dn S BN gl Ot OF The Box Java Wed Token (JWT) Authers
2 UserProfie User profie userprafie Out Of The Box User Profile Service
S INTOAMAL Pentieation PP atn T OB P L Oz OF The Box Java Ved Tolen (JWT) & Oracie
o MobileCWMithertication Authentication moblecamauthentication ©ut ©f The Bax Mobile Oracle Access Manager | =
4 [ security Handler Plug-ins Li ]
View w [ Create ' Eait 3 Oelete @) Refresh
Name Description

[B CoamSecanty Handertugn

[ R P .

Navigate to Mobile Security Tab > Mobile & Social Services > Service Providers >
JWTOAMAuthentication
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Lsunch Pad Mobile Services x | JWTOAMAuthentication x D

Service Provider Configuration

Name

Qut Of The Box Mobile Java Web Token (JWT) &
Oracie Access Manager (OAM) Authentication Service
Provider %

Description
Service Provider Java Class

4 Attributes

" |dentity Directory Service Name  userroie

v
* Crypto Scheme  RSS512 v
Relying Party Token Enatie —r
Attributes
View w 4 Add M Delete

Name Value
QAM_VERSION SAM_11G
DESUG_VALUE 0
TRANSPORT_SECURITY OPEN
OAM_SERVER_1 mumdlaon.n.oracke. com: 5575
QAM_SERVER_1_MAX_CONN 4
QAM_SERVER_2 mumOdson.in.oracle. com: 5575
OAM_SERVER_2_MAX_CONN 4

TokenExchangel nput

Click Edit and Change value of TokenExchangelnput to JWT_UT+CRED. Also set the validity of
the token as required in seconds and Save the changes.

ORACLE" Access Management

Application Security Federation Mobdle Security 5 Configuration
o]

S50 Agents »  oles3IDG55 »  Authenbication Modules »  DeviceUUIDBasedUserModule ";

Launch Pad
Actess Manager »

Authentication Module aumentcation Modus Duplicate  Apply

Custom AuthanScation Module reles on bundied plug-ins (or thosa that are deviloped using the Access Manager Authentication Extensibilily Java AP1). This moduls uses mans than ong
plug-n that wou can orchastrate 1o ensure that each ong perlorms a spadific aulenticabion function

General Steps  Steps Orchesiration
" Hame DevicelUIDEasedUserbioc

Description

Now, Navigate to Application Security Tab > Authentication Modules Tab > Create Custom
Authentication Module

Give Name eg. DeviceUUIDBasedUserModule
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Launch Pad SSO Agents x 0fss310655 x  Authentication Modules = DeviceUUIDBasedUserModule x b
Access Manager >
Authentication Module Aunenticaton Modue Duplicate  Apply

Custom Authentication Module relies on bundiled plug-ins (or those that are developed using the Access Manager Authentication Extensibility Java API). This module uses more than one
plug-in that you can orchestrate to ensure that each one performs a specific authentication function

General | [Steps = Steps Orchestration

View v <= ¥ o Detach

Step Name Description Plug-in Name
ul UserldentificationPiugin
Step Details Save  Cancel
Step Name Ul
Description

Plug-in Name UserldentificationPlugin
KEY_IDENTITY_STORE_REF UserldentityStore1
KEY_LDAP_FILTER  (&(uid={KEY_USERNAME}){deviceuuid={cred)))

KEY_SEARCH_BASE_URL cn=users dc=in dc=oracle, dc=com

Now, configure the Steps tab as shown above.

" A M t
ORACLE ceess Managemen A Federation D Mobile Security é’ Configuration

Launch Pad SSO Agents 5 0fss310655 »  Authentication Modules » = DeviceUUIDBasedUserModule ﬂ
Access Manager >
Authentication Module authentication Module Duplicate  Apply

Custom Authentication Module relies on bundied plug-ins (or those that are developed using the Access Manager Authentication Extensibility Java AP1). This module uses more than one
plug-in that you can orchestrate fo ensure that each one performs a specific authentication function.

General Steps Steps Orchestration

You can specify the initial step

* Initial Step Ul v

Name Description On Success On Failure On Error

ul success A success v v

Now, configure the Step Orchestration tab as shown. Click on Apply to save the Module.

After creating the module, Navigate to Launch Pad > Authentication Scheme > Create.
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Launch Pad  Authentication Schemes x

Access Manager =

DeviceUUIDBasedUserAuthNScheme autnentication Scheme

DeviceUUIDBasedUserAuthNS... x

Configuring OBAPIs Application and Mobile Banking using OAM and Weblogic

E Application Security A Federation D Mobile Security Qﬁ Configuration

&

SetAs Default = Duplicate ~ Apply

An Authentication Scheme defines the challenge mechanism required to authenticate a user. Each Authentication Scheme must also include a defined Authentication Module.

* Name DeviceUUIDBasedUserAuthNScheme

Description

* Authentication Level 3 A 0w

Default

* Challenge Method FORM ¥

Challenge Redirect URL

* Authentication Module

* Challenge URL Ipages/login jsp

* Context Type default v

* Context Value ctx

Challenge Parameters

DevicelUUIDBasedUserModule

Create a new authentication scheme as shown and map the previously created module.

— T — —— b g

Access Manager >
|AM Suite Application Domain

Application Domain provides a logical container for resources or sets of resources, and the associated policies that dictate who can access specific protected resources

Summary Resources | Authentication Policies| = Authorization Policies

A Federation LJ Mobile Security 4" Configuration

Launch Pad  Authentication Modules x DeviceUUIDBasedUserPlugin x  Application Domain x IAM Suite x

Token Issuance Policies  Administration

Select an existing Authentication Policy from the list or click the Create Authentication Policy button to create a new one

Actions v View v <= Create Duplicate

Row

© ® N O o s W N -

>l o
“ N = o

14

|/0amconsole/faces/admin.jspx?_afrloop=5909106988165184&_afrWindowMode=08&_afrWind

Name
LocalAuthnFederationFAAuthScheme
LocalAuthnFederationLDAPScheme
LocalAuthnFederationBasicFAScheme
LocalAuthnFederationBasicScheme
ESSOAuthnPolicy

Federation SSO Protected Policy

TAP Response Protected Policy
Public Policy

Protected LowerLevel Policy

OAM System Resource Policy
Protected HigherLevel Policy
OICTokenExchangePolicy
OICAuthenticationPolicy

OAM Admin Console Policy
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Detach
Description
Policy Component created for Local Authentication in IdP mode - Do not modify
Policy Component created for Local Authentication in IdP mode - Do not modify
Policy Component created for Local Authentication in IdP mode - Do not modify
Policy Component created for Local Authentication in IdP mode - Do not modify
Authentication policy for ESSO resources
Federation SSO Protected Policy for SP Service
TAPR Protected

ication Policy for OAMAgent
Protected Authentication Policy for OAMAgent

Protected Authentication Policy for OAMAgent

Protected Internal Resources for OAM Server

Protected Authentication Policy for OAMAgent

Protected resource policy for OIC Token Exchange

Protected resource policy for OIC Resources

Protected resource policy for OAM Administration Console

ld=null&_adfctrl 9dqjk8cSs_2#
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Then, go to Launch Pad > Application Domains > IAM Suite > Authentication Policies >
OICTokenExchangePolicy

ORACLE Access Management =
E Application Security & Federation D Mobile Security ~ p§' Configuration
£ ication Modules x DeviceUUIDBasedUserPlugin x  Application Domain x  IAM Suite » = IAM Suite : OICTokenExcha... x v B

Access Managef >

OICTokenExchangePolicy Autentication Policy Duplicate  Apply

Authentication Policy defines the type of verification that must be performed to provide a suficient level of trust for Access Manager to grant access to the user making the request. A
single policy can be defined to protect one or more resources in the Application Domain,

* Name OICTokenExchangePolicy Success URL

Protected resource policy for OIC Token Exchange Failure URL
Description

* Authentication

Scheme DeviceUUIDBasedUserAuthNScheme v

Resources Responses Advanced Rules

Resources = Add 3 Delete

Resource Type  Host Identifier ~ Resource URL Query String
wi_authen IOICTokenExchange

Map the DeviceUUID scheme here from the Authentication scheme dropdown.

Click Apply to save the changes.

Copying the artifacts generated after registering Webgate

Registering the new WebGate agent will generate the following files and artifacts either in
<IDM_HOME>/oam/server/rreg/client/rreg/output/Agent_ID directory or else in
<Oracle_Home>/user_projects/domains/<oam_domain>/output/Agent_ID directory:

e cwallet.sso
. ObAccessClient.xml

The user should copy the files from the above mentioned location to the
<WebTier_Instance_Home>/config/OHS/ohs1l/webgate/config directory and restart OHS
server instance.

Home
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9.1.1

LDAP Installation and Configuration

LDAP Installation and Configuration

Note: If you want to install OBAPIs with DB Authenticator then below steps need not be followed.

This chapter describes the different ways of installing the Lightweight Directory Access Protocol
(LDAP) server in the following sections respectively:

Section 9.1, "Using Oracle Unified Directory"
Section 9.2, “Creating Weblogic Domain for Oracle Unified Directory”

Section 9.3, “Creating Attributes, Object Class, Users, Groups and Adding Optional Attributes
on LDAP Server”

Using Oracle Unified Directory

Oracle Unified Directory is a comprehensive next generation directory service. It is designed to
address large deployments and to provide high performance, and is highly extensive. Oracle
Unified Directory is easy to deploy, manage, and monitor.

This chapter describes the installation tasks which contains the following sections:

Section 9.1.1, "Installing and Configuring Oracle Unified Directory"”

Section 9.1.2, "Verifying the Installation"

Installing and Configuring Oracle Unified Directory

Obtain OUD from the Oracle Fusion Middleware Downloads. Download OUD.zip file to a
directory, and unpack the downloaded archive that contains the installer. By default, this
directory is named OUD.

Now to start the installer, go to the directory where you unpacked the archive file and switch
to the Disk1 directory.

Start the installer from the Disk1 directory (On UNIX)

Jruninstaller —jreLoc Java_Home/jdk

Note : You must enter the absolute path of the JRE folder located in this JDK when launching

the installer.

If you are installing on a UNIX system, and if this is the first time any Oracle product is being
installed on your system with the Oracle Universal Installer, you will are asked to provide the
location of an inventory directory. This is where the installer sets up subdirectories and
maintains inventory data for each Oracle product that is installed on this system.

Follow the instructions in the below table to configure the inventory directory information. For
more help, click on the screen name in the table below, or click the Help button in the GUI.

Table: Inventory Directory and Group Screens

Screen Description and Action Required
Specify Inventory | Specify the Oracle inventory directory and group
Directory Screen | permissions for that directory. The group must have write
(UNIX Only) permissions to the Oracle inventory directory.

Click OK to continue.
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Screen Description and Action Required

Inventory Location | Run the createCentrallnventory.sh script as root.
Confirmation Screen

(UNIX Only) Click OK to continue.

Now, perform the steps as shown below to install and configure OUD after you start the OUD
installer.

Welcome Screen

o Oracle Unified Directory Installation - Step 1 of 7

: - ORACLE"
Welcome @ FUSION MIDDLEWARE 1 1g

« Welcome

Welcome to Oracle Fusion Middieware 11 Oracie Unified Directory (OUD)

Install Software Updates
Y : e Installer

w Prereqguisite Checks

For additional information and Installation instructions, pleass refer 1o the
w Instaliation Location Oracle Fusion Migdieware Instaliation Cuide for Oracle Unified Directory

¢ Installation Summary For more information, refer to the Oracle Fusion Middieware Enterprise
Installation Cuide

P Click Help at any time for context-sensitive help

Click Next to begin the instaliation

Copyright (¢) 1999, 2015, Oracle and/or its affiliates. All rights reserved

| Heslp ] y_eﬂ>_i Cancel

The Welcome screen is displayed each time you start the installer.
Click Next to continue.
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Install Software Updates Screen

o Oracle Unified Directory Installation - Step 2 of 7

Install Software Updates @ ORACLE 11g
FUSION MIDDLEWARE

Welcome

) Skip Software Updates
Skip Software Updates Search My Oracle Support for Updates

Prerequisite Checks

nstallation Location

€~ €

nstallation Summary

) Search Local Directory for Updates

Help <Back | Next> ] Cancel

l [Elms:d-’.mc: im 3s

If you want to search for and download software updates from My Oracle Support, then do the
following:

Select Search My Oracle Support for Updates.

Enter User name and Password.

Click Test Connection.

If you want to search your local directory for updates, then do the following:
Select Search Local Directory for Updates.

Click Search For Updates.

If you want to skip software updates, then select Skip Software Updates. (Kindly follow
recommended practices regarding updates depending on the setup requirements or usage.)

Click Next to continue.
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Prerequisite Checks Screen

(=] Oracle Unified Directory Installation - Step 3 of 7 SR
. ORACLE’
Prerequisite Checks _—
FUSION MIDDLEWARE

\ falen

4| ¢ Welcome Selection Check | Progress Status |

i |

Y Skip Software Updates Checking operating system certific 100% v

{ , Prerequis ite Checks Checking recommended operating... 100% | v

1| s

J & Installation Location Checking kernel parameters 100% | v

1 Installation Location

4 & instaliation Summary Checking Recommended glibc ver. 100% | v

E = Checking physical memory 100% | v

1
[+« Checking operating system certification el
#-+ Checking recommended operating system packages
¥« Checking kernel parameters
[+« Checking Recommended glibc version =
o I d L ~ | SRS TN PR i

Help <Back | Next> | Cancel
I [Elapsed Time: 1m 48s

This screen shows whether the system requirements are met in order to install the software.

If there is a problem, a short error message appears in the bottom portion of the screen. Fix the
error, and click Retry to try again.

If you want to ignore the error or warning messages and continue with the installation, click
Continue.

To stop prerequisite checking for all components, click Abort.

Click Next to continue.
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Specify Installation Location Screen

o Oracle Unified Directory Installation - Step 4 of 7 - %
. . . oRACLE’
Specify Installation Location g
FUSION MIDDLEWARE
T Welcome
L Skip Software Updates
,:, Prerequisite Checks
I
il Installation Location
|
¥ Installation Summary
L Installation Progress OUD Base Location Home: |scratch,"Oraclefh-iiddleware| v| | Browse
I & = = L i
I
- Installation Complete Oracle Home Directory: |Orac|e_OUD1 |
Provide awvalid Unified Directory Base location
| Help = Back || Mext = | | Cancel
| |Elapsed Time: 1m 9s

Specify the following installation locations:
e Oracle Middleware Home

The absolute path to the directory where WebLogic Server was installed.
e  Oracle Home Directory

The directory name for your Oracle home:

e You can specify a pre-existing directory that you want to use as the Oracle home; the
directory must be an empty directory.

e You can specify the name of a new directory that will be created for you inside the
Middleware home.

Oracle Home directory is where your products will be installed. All software binaries will
reside in this directory, and no runtime process can write to this directory.

Note: This installation directory will be referred to as OUD_ORACLE_HOME throughout
the remainder of this document.

If you are performing an installation on a Windows operating system, be sure that your
directory paths are valid, and do not contain double backslashes (\\).
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Click Next to continue.

Installation Summary Screen

Oracle Unified Directory Installation - Step 5 of 7

Installation Summary ORACLE 113r

FUSION MIDDLEWARE

® Welcome El-Install OUD

| : m i

¥ Skip Software Updates I::}---[:l:lrectnrv Details

| o = ----- Unified Directory Base location: fscratch/Oracle fMiddlewars
‘I’ Prerequisite Checks S Oracle Home Location: Jscratch/Oracle /Middleware fOracle_0OUD1
b Installation Location E} Disk Space

i o ired:
) Installation Summary Required: 150 KB

I i e-Available: 7288 ME

T Installation Progress E}---A:pplicalinns

l Installation Complete - Installing Oracle Unified Directory Products

Save Response File: Save

To change this configuration before installing, select the topic you want 1o
change in the pane on the |eft,

Toinstall this configuration, select Install.

| Help < Back | Install || Cancel

| |Elapsed Time: 1m 593

Review the information on this screen. The operations summarized on this page will be
performed when you click Install.

If you want to make any changes to the configuration before starting the installation, use the
navigation pane, and select the topic you want to edit.

If you want to save this configuration to a text file (called a response file), click Save. You will be
prompted for the location of name of the file you want to create (for example, silent_install.rsp).
This file can be used later if you choose to perform the same installation from the command line.

Click Install.

Then screen shows the progress of the installation.
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Installation Progress Screen

Oracle Unified Directory Installation - Step 6 of 7

Installation Progress

ORACLE’ 11 $ 4

FUSION MIDDLEWARE

Progress
Skip Software Updates 3%
Copying Files .
Install Log /scratch/setup/Middleware/logs/instali2016-09-26_03-53-00PM.lo¢

n

e i e Cme e et w e e e e ———

Copying files for. Oracle Universal Installer 11.1.09.0 -

e Copying files for: Oracle Identity Healthcheck11.1.23.0
I Copying files for: Oracle Directory Services Manager 111230 43
w Installation Progress x : ; X 22
I 9 Copying files for: Oracle Unified Directory 11.1.23.0 |43
-

Oracle Fusion Middleware ‘
Improved Experience

ORACLE

‘ Help | | Cancel |

[ Iaapsed Time: 3m 4s

This screen shows the progress of the installation.

If you want to quit before the installation is completed, click Cancel. Doing so will result in a partial
installation; the portion of the software that was installed on your system before you click Cancel
will remain on your system, and you will have to remove it manually.
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Installation Complete Screen

Oracle Unified Directory Installation - Step 7 of 7

Installation Complete ORACLE 113

FUSION MIDDLEWARE

[ Welcome EI---Ir_lstaIl ouD
; E_:ip Software Updates [é'_l---D_irectury Details
|k o §-----Llnified Directory Base location: fscratch/ Oracle fMiddleware
I Prerequisite Checks i E~-----f;:lrac|e Home Location: /scratch/Oracle/Middleware/Cracle_QUD1
[ Installation Location EI D:isk Space
I Installation Summary -Oracle Home Size: 205 MB
! . -Available: 7080 MB
[ Installation Progress EI---ApplicaIiuns
\L Installation Complete E‘-----Installing Oracle Unified Directory Products
Save Installation Details: Sawve

Oracle Unified Directory installation completed successfully

| Help | Einish |

| |Elapsed Time: 4m 44z

This screen summarizes the installation that was just completed.

You can also save this summary information to a file for future reference by clicking Save. You
will be prompted to specify a hame and location for your summary file.

Click Finish to dismiss the screen.

e After the installation of OUD, go to the OUD_Oracle_Home directory and start the oud-
setup.sh as follows,

cd /ORACLE_HOME/Oracle_OUD1/
Joud-setup

e  After starting the oud-setup, follow the steps as shown below:
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Oracle Unified Directory Setup

= Weleome
Server Settings
Topology Options
Oracle Components Integration
Server Tuning
Rewiew
Progress
Finished

Welcome

Thie Dracle Unified Directony Setup tool wil ask o for some basic senver and data configuration
settings and will get your server up and running quickly

Fexk = Qut

Welcome Screen

The Welcome screen is displayed each time you start the installer.

Server Settings Screen

Oracle Unified Directe

Welcoma
< Sarver Settings
Topalegy Options
Directory Data
Oracle Components Integration
Server Tuning
Review
Frogress

Fimished

Server Sattings
Enter a port to ksten for LOAF requests and enter a password for the server initial Root user
Host Mame: ofss 312890 in cracle. com
LDAP Listener Port: ;’JBLI ) Could not use 389, Port in use ar user ot autharized
Administration Connector Port: | 5444 Could not use 4444 Port in wse or wser not authorized
LDAP Secure ACcess: disabled Configure...
Root User DN: cn=orcladmin
Passwaord: bhAE R
Password {confirm): l
< Previous | | Next » Quit
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Enter the details as shown in the figure below:Host Name: Enter the directory server's  host
name or IP address.

LDAP Listener Port: Enter the LDAP port for the directory server.
Administration Connector Port: Enter the port that will be used for administration traffic.

The default administration port is 4444.

Oracle Unified Directory Setup = X

Welcome Topology Options

Choose the Data Replication Opbons. You can change these sethings later using the ‘dereplicabon’
command-lme

+ Topology Options ® This wil be a stand aloee server

Directory Data This server wil be part of a replication topology

Server Settings

Oracle Companents Integration
Server Tuning

Review

Progress

Finished

< Previous | Next > Quit

Topology Options Screen
Select This will be a stand alone server.

Click Next.
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Directory Data Screen

Oracle Unified Directory Setup “od -
Welcome Directory Data
Server Settings Choose options for the LDAP data to be hosted by the sarver
Topology Options Directory Base DN: | -0 s J
Leave empty f you do net want to create s base DN
& S
Directory Data
> Y Directory Data: ® Only Create Base Entry (dc=in,dc=oracle dc=com)
Oracle Components integration Leave Database Empty
mport Data from LDIF Fle
Server Tuning ¥
Review
mport Automatically-Generated Sample Data
Progress
Finished
< Previous | | Next > Quit

Specify how to load data into your directory
Directory Base DN: Enter the base DN for your directory.
dc=in,dc=oracle,dc=com

Directory Data: Select the following data option: Only Create Base Entry: Creates an entry with
the base DN specified previously.

Click Next.
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Oracle Components Integration Screen

Oracle Unified Directory Setup

Welcorme Oracle Components Integration
Server Settings Spely the Oracle components with which the server mlegrates. I & recommended o choose the aplan
covarng oaly your requinaments

Topology Options
# Mo spexific integraton
Directory Data

) Oracle Components Integration Enable for D (Drectory Integration Aatrarm)
Servar Tuning Enabde for B35 |E-Business Suite], Databasze Net Services and DIF
Review
Enabda for EUS (Emterpnse Liser Sacunty). B85, Database Met Services and DiF
Progress
Finished

= Prawious | | Next = l Quit J

Select No specific integration as we want a standard installation. This is the default option.
Click Next.

Server Tuning Screen

Oracle Unified Directory Setup = %
Welkome Server Tuning
Selact how you want the OUD server to be tuned
rSetti L
soe b ey The defaut proposed settings are calculated based on the free memory available m the machne. This =
Topob Options the recommended value # you do not have special requiremeants. You can change these settngs later

usng the 'dstune’ command-line
Directory Data

Options: | Providng Runtime Options | v
Oracle Components Integration

« Server Tuning
o You are running a non HotSpot(TM) WM (OpenjDK 64-Bit Server VM|
Review
To be able to tune the sesver using the atomabc mode or using other criteria (ke providing
Progress some memary lmtation), you must use a HotSpotiTM) Java Virtual Machine (ke the Oracle
Java Standard Edton)

Finshed

You tune the OUD server by providing diractly the VM runtime options you want it to use
The offIme tooks are import-|df, expert.Idf, venfy-index and rebuid.index

Server Runtime Settings: Java rquments: -server Change..,
Off-line Tools Runtime Settings: |sve srguments -server Change..,

Reset to Default

< Previous | | Next > | Quit |
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The Server Tuning screen enables you to tune Oracle Unified Directory server by selecting one of
these options: Providing the specific memory to be dedicated to the server.

Explicitly providing the run-time settings (JVM arguments) to be used by the server and the off-
line tools (import-ldif, export-Idif, verify-index, and rebuild-index).

To reset any changes to the default values, click Reset to Default.
Click Next.

Review Screen

Oracle Unified Directory Setup

Welcome Review
Server Settings Rewiew your settings and chck Finish F they are comect Shaw Surnimary hd
Tapolagy Options Host Hame: ofss31 2890 in.oracle.com
Directory Data LDAP Listener Port: 7389
: Administration Connector Port: a4
Qracle C omponents Inkegration
LDAP Secure Acoess: disabled
r Tumi
UM Root User DN: cn=arcladmin
< Review Directory Data: Create New Base DN do=indc=orace,dc=com
Base DN Data: Only Create Base Entry [de=ndc=oracle,d
Progress c=caml
Finished Intagration with Oracle components: No Integration
Runtime Opticns: Use Custom Valhpes for Server Runtime |-server)

Use Custom Valwes for Off-ine Tooks {-sener)

= Start Server when Configuration has Completed

«< Previous | Finish Quit

Review your configuration and Select Start Server when Configuration has Completed to start the
server after the directory server has been configured.

Click Finish.
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Configuration Done Screen

Oracle Unified Directory Setup

Wielcome Progress

Server Settings Creating Base Erkry

Cancel
Topelogy Options

Directory Data Detail

See jscratchilatest_softwares/OracleMiddeware/asinst_2/0UDAogsjoud-setup for a detaled log of this

Oracle Components Integratian Gperahon
Server Tuning Configaning Directory Server ... Dhons.
Creating Base Entry de=in.de=orsle, de=com
Rewview
=+ Progreass
Finished

After the processing is done i.e.,after creating directory server is done and starting directory Is
done click close.

9.1.2 Verifying the Installation

You can perform any combination of the following tasks to verify that your installation was
successful:

¢ Verifying the Installation Logs

Check for the presence of installation log files in logs directory inside your Oracle Inventory
directory. On UNIX systems, if you do not know the location of your Oracle Inventory
directory, you can find it in the OUD_ORACLE_HOME/oralnst.loc file.

e Checking the Browser URLs

Use the port numbers of OUD provided during configuration, by default UserDN port is 1389
and Admin Connector Port is 4444. Check if there is any process running on the port. Use
the following command:

netstat —tulpn | grep <port_number>

In-case there is no process bind to respective port number, kindly check
your Server process.

e To check the URLSs, use the format:

http://system_name:port_number/odsm
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9.2 Creating Weblogic Domain for Oracle Unified Directory

e Start the Weblogic Configuration Wizard, by executing the below command:

<Oracle_Home>/wlserver_10.3/common/bin/config.sh

Note: Oracle_Home is the Middleware Home, which is the absolute path where Weblogic
Server is installed.

¢ Follow the instructions as shown below for installation:

Welcome Screen

B Fusion Middleware Configuration Wizard .

Welcome

ORACLE

® Create a new WebLogic domain

Create a Weblogic domain in your projects directaory

2 Extend an existing WeblLogic domain

Use this option to add new companents 1o an existing domain and madify configuration settings.

][ |

The Welcome screen is displayed each time you start the installer.

Click Next to continue.
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Select Domain Source Screen

3] Fusion Middleware Configuration Wizard - %
gélect Domain Source
ORACLE’
® Generate a domain configured automatically to support the following products:
[ ©racle Identity Manager - 11.1.2.0.0 [Oracle_[DML1] B

[] oracle Access Management And Mabile Security Suite - 11.1.2.3.0 [Cracle_|DM1]
[ oracle Adaptive Access Manager - Server - 11.1.2.0.0 [Oracle_IDM1]

[ Cracle Adaptive Access Manager Offline - 11.1.2.0.0 [Qracle_|DM1]

[ oracle Adaptive Access Manager Admin Server - 11.1.2.0.0 [Oracle_IDM1]
[] oracle Entitlements Server for Managed Server - 11.1.1.0 [Cracle_{DM1]
[ oracle Entitlements Server for Admin Server - 11.1.1.0 [Oracle_IDM1]

[ ©racle Privileged Account Manager - 11.1.2.0.0 [Oracle_|DM1]

[ Oracle Enterprise Manager - 11.1.1.0 [oracle_comman]

[] Oracle Bl Publisher - 11.1.1.6.0 [oracle_hip]

[ Oracle Bl JDBC - 11.1.1.9.0 [oracle_hip]

|Orac|e Directory Services Manager - 11.1.2.3.0 [Oracle_OUDl]l

[ Oracle Entitlements Server Weblogic Security Madule On Weblogic Managed Server and JRF - 11.1.1.0 [Cracle_IDM1]
[] Oracle Entitlements Server Weblogic Security Module On JRF - 11.1.1.0 [Oracle_IDM1] E

O Base this domain on an existing template

==

Use this screen to select the components that you want to configure.

For Oracle Access Manager, select the Oracle Directory Services Manager - 11.1.2.3.0
[OUD_HOME]

Click Next to continue.

Note : On selecting Oracle Entitlement Server option, Oracle JRF option gets selected by-default.
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Specify Domain Name and Location Screen

Fusion Middleware Configuration Wizard

Specify Domain Name and Location

ORACLE’

Enter the name and location for the domain:

Comain name: | oud_domain |

Domain location: | f=oratchfOracle/Middleware fuser_projects/domains || Erowvwse |

Specify the following locations:
e Domain name
Specify the name of the domain.
e Domain location
The default locations for the domain home is
<Oracle_ HOME>/user_projects/domains
However, the domain home directory can also be created outside of Oracle home.
Here, Oracle Home directory is where the Weblogic Server is installed.

Click on Next.
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Configure Administrator User Name and Password Screen

Fusion Middleware Configuration Wizard

Configure Administrator User Name and Password

ORACLE’

) Discard Changes

*Mame: | weblogic

TUser passward: | it

*Confirm user password: | it |

Description: | This useris the default administrator.

This screen is to provide the username and password for the Weblogic Administrator.
The default username is weblogic. The user can provide a different username.
Then, Click on Next.
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Configure Server Start Mode and JDK Screen

Fusion Middleware Configuration Wizard

Configure Server Start Mode and JOK
ORACLE’

Eefore putting your domain into production, make sure that the production environment is secure. For more information, see the topic
'Securing a Production Environment' in the WeblLogic Server documentation.

Weblogic Domain Startup Mode JDE Selection

(® Development Mode

Utilize boot.praperties for username (® Available |DKs
and password and poll for applications
to deplay. Sun DK L7.0_79 @ fecratchflatest_softwares fiava/j

sSun JDK recommended for better startup
performance during iterative
development.

") Production Mode

4

Require the entry of a username and | " El
password and do not poll for

applications to deploy. 0 Other JDK

WebLogic |Rockit |DK recammended far Location: I:I
better runtime performance and
management.

Choose a JDK from the Available JDKs.
Select a mode under the Weblogic Domain Startup Mode.
Click Next.
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Select Optional Configuration Screen

3] Fusion Middleware Configuration Wizard -

Select Optional Configuration

ORACLE

Administration Server
Modify Settings

[] Managed Servers, Clusters and Machines

Add or Delete
Modify Settings

] Deployments and Services
Target to Servers or Clusters

] RDEMS Security Store
Maodify Settings

Choose the options to configure from the following list:
e  Administration Server

¢ Managed Servers, Clusters and Machines

e Deployments and Services

e RDBMS Security Store

Select Administration Server and Click on Next.
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Configure the Administrator Server Screen

Fusion Middleware Configuration Wizard

Configure the Administration Server

ORACLE’
) Discard Changes
*Mame: | Adminserver |
*Listen address: | Al Local Addresses ~]

Listen port: | 7001 |

S50 listen port: | |

S5l enabled: [

Specify the following details of the Administration Server in this screen:
e Name

e Listen address

e  Listen port

e  SSL listen port (Only if SSL is enabled)

e SSL enabled

After entering the details, click on Next.
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Configuration Summary Screen

B Fusion Middleware Configuration Wizard - X
Configuration Summary
ORACLE
Domain Summary Click an an item in the Domain Summary pane on the left to inspect its attributes
Summary View: inthe Details pane below. You can make limited adjustments by clicking Previous
i | Deployment | - to return to a prior panel. If everything is satisfactory, click Create.
|| aud_domain (,fscratch,fOracIe,fMiddIewarefuserE B
etails
B[ Server
5 [ Adminserver Attribute Walue
B servi Mame BazicWeblogic Server Daomain Y
e ervice Description  Create a basic WeblLogic Server domain without installing samg
B3 Shutdown Class Author Oracle Corpaoration
[ Joc-shutdoun Location JscratchyOracle/Middleware fudserver_10.3 fcommon ftem plat
[ oMsshutdown
=[] startup Class Mame Oracle Directory Services Manager
D IRF Startup Class Description  Oracle Directory Services Manager Extenzion Template
D JPS Startup Class Autho.r Oracle Corporation.
D ODL-Startup Location JecratchfOracle fMiddleware f Oracle_OUDL fcommon ftemplat
D AWT Application Cantext Sta Mame Oracle WebCenter Composer Extension
[ M Framewark Startup Class Description  This template canfigures Oracle WebCenter Camposer and de|
[ web services Startup Class Authaor Oracle Carporatian
D JOC-5tartup Location JecratchyOracle/Middleware foracle_cammaon/commonftemp
[ omMs-startup
= [ WLDF System Resource hame Qracle WebCenter Compozer
ﬁ Madule-FMyWDFW |Z| Description  This template configures Oracle Web Center Compozer and de||z|
[« | L] K1 |

Review the domain configuration on this screen.

If you want to make any changes to the configuration before creating the domain, click Previous
to navigate to the selected screen where you want to edit the details.

Click Create to start creating the domain.

By default, a new Weblogic Domain to support Oracle Unified Directory is created in the
<Oracle_Home>/user_projects/domains directory.
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Creating Domain Screen

B Fusion Middleware Configuration Wizard - X

Creating Domain

ORACLE

Progress:

[ 100% |

Preparing...

Extracting Domain Contents...

Creating Domain Security Infarmation...
Saving the Domain Information...

Storing Domain Information...

String Substituting Domain Files. ..
Performing O5 Specific Tasks..
Performing Post Domain Creation Tasks...
Domain Created Successfully!

Domain Location: fscratchfOracle MMiddleware fuser_projects fdomains foud_domain
Admin Server URL: http:ffofss312890.in.oracle . cam: 7001

ORACLE"

=T (] (oo

This screen summarizes the domain creation information that was just completed.
Click Done to dismiss the screen.

After configuring Oracle Unified Directory in a Weblogic Administration Domain, the Admin Server
should be started to access the Directory Service on browser using the URL
http://<ldap hostname>:<ldap port>/odsm

9.3 Creating the Attributes, Object Class, Users, Groups and Adding
Optional Attributes on LDAP Server

1. To create Attributes

o Copy the “attributes.ldif” file from <OBAPIs BASE Installer zip>/installables/oud directory
to a location on the server where OUD is installed and switch to the following directory:

cd <Oracle_Home>/Oracle_OUD1/bin
¢ Now, execute the below command:

Jldapmodify  -h localhost -p <ldap_port> -D "ldap_user" -w
<ldap_password> -a -f <file_location>/attributes.ldif

OR (using SSL)
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Jldapmodify -h  localhost -p <ldap_port> -D "ldap_user" -w
<ldap_password> -a -f <file_location>/attributes.Idif --useSSL

e Login to ODSM Console. E.g. http://<hostname>:<port>/odsm and under the Schema tab
check if the following attributes are created:

= accountType
=  businessUnit

] deviceuuid

= fbld
= fcManager
= fcRoleld

= fcUserType
= homeBranch
=  otpseed

= partyld

Ll partyName

=  targetUnit

2. To create a Object Class

e Copy the “objectclass.ldif” file from <OBAPIs BASE Installer zip>installables/oud
directory to a location on the server where OUD is installed and switch to the following
directory:

cd <Oracle_Home>/Oracle_OUD1/bin
e Now, execute the below command:

Jldapmodify -h  localhost -p <ldap_port> -D  "Idap_user" -w
<ldap_password> -a -f <file_location>/objectclass.ldif

OR (using SSL)

Jldapmodify -h  localhost -p <ldap_port> -D "ldap_user" -w
<ldap_password> -a -f <file_location>/objectclass.ldif --useSSL

e Login to ODSM Console. E.g. http://<hostname>:<port>/odsm and under the Schema tab
check if the ‘fcPerson’ and ‘fcRole’ object class is created.

3. To create Groups

o Copy the “usergroup.ldif” file from <OBAPIs BASE Installer zip>installables/oud directory
to a location on the server where OUD is installed and switch to the following directory:

cd <Oracle_Home>/Oracle_OUD1/bin

¢ Now, execute the below command:
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Jldapmodify -h  localhost -p <ldap_port> -D "ldap_user" -w
<ldap_password> -a -f <file_location>/usergroup.ldif

OR (using SSL)

Jldapmodify -h  localhost -p <ldap_port> -D "ldap_user" -w
<ldap_password> -a -f <file_location>/usergroup.ldif --useSSL

e Login to ODSM Console. E.g. http://[<hosthame>:<port>/odsm and under the Data
Browser tab check if the groups are created.

4, To create User and mapping it to the Group

e Login to ODSM Console using required credentials. Post login you should see below screen.

E.g. http://[<hostname>:<port>/odsm.

Drectoryanager [ oo v | —

Directory Connections ouD x @

@) Home %g Data Browser &d Advanced Search &‘ Configuration % Schema @ Security  &A Metrics

@3 Network Group | network-group ¥

2 DataTree Q4 Search
v~ /RBRITHO

Entry
&l Reat
@ de=indc=oracle dc=com
» @ cn=Groups
b & en=Users

e Under the Data Browser tab, click on the Add icon
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ovectoryManaer | s e I

Directory Connections 0ouD x E

@ Home 72 Data Browser | 60 Advanced Search gﬂ Configuration | & Schema @7 Security | &d Metrics

@ Network Group  netwerk-group ¥

%g Data Tree Q Search

F & 70

Domain Entry

Qrganization Entry

Qrganization Unit Entry

Country Entry

Collective Attribute Subentry N

Entry

e Select User Entry from the list.

Directory Manager | Topelogy Hanzger
Directory Cannections | [E5] OUD % B
(8 Home | 3 Data Browser &9 Advanced Search | 9 Configuraton | g schema (i, Securiy | 6 Matrcs

[ Create new User entry Reffesh | Create | Cancel
@ Network Group  network-group ¥
Requirad
T DataTree O Search
N
View = . 7R “ParentEntry  cn=Usersdesindesorackidcscom | G Select “RON Attibutels) | Commen Hame =
Entry
[ Root

Basic Usar Information
@ de=in.de=oracke de=com

* Common Name User ID
User Name Title
First Name Email
* Last Mame Mobile
Inttials
5 Uplad

‘Organizational Information
Department Number Labeled LRI User Password
Dascription Manager Q Select Secretary Q Select
Emplayze Number Organization SesAla Q Select

Emplayes Type Organization Unit

Contact Information

Home Phone Number Room Number

Physical Delivery Offica Hame

L Dntel Sdraee Chata/Drruinra Hame
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Directory Manager | Topalogy Manager
Directory Connecbions  (£5) OUD X (i
(B Home 3 Data Browser | 60 Advanced Search | % Configuration | g4 Schema | (3, Securiy | 60 Melrics

Create new User entry Refresh | Creste | Cancel
@ Nebwork Group | network-group ¥
“Required
T patatree | Q search Select the RDN attribute(s)
View = R *ParentEntry | cn=Users,dc=in,de=orackdc=com | & Select RDN Attribute(s) =
Entry
ERot Basic User Information
@ =orackde=com
% cn=Groups ;
B cnetimrs Description
“ Comman Name User 10 Emsi
Employes Number
User Hame Tite Emplayes Type
First Name Email First Name
Haome Phane Number
§ *Last Hame Mobile Home Postal Acdress
Initsls Initisls
Internationsl 1SN Number 23 Upbosd
Labeled URT
Organizational Information Locality Name
Last Name A
Department Number Labeled URL User Pazsewau
Description Manager Q select Secretary Q select
Employee Number Organization See Ao Q Select
Employes Type Drganization Unit
Contact Information
Home Phons Humber Physical Delivery Office Name Room Humber
Hama Brobzl dddrace . Chzta/Drrwinra Nama. T

¢ Now, uncheck Common Name from the RDN Attributes dropdown list.

Directory Manager | Topology Manager
Directory Connections  [E] OUD x &

(@ Home | 3 Data Browser | b9 Advanced Search | ¥ Configuration | g% Schema | i Securty | 69 Metrics

[ Create new User entry Refresh | Craate || Cancel
@ Netwark Group  nebwork-group 7
*Required
T pataTree | 4 Search Select the RDM stribute(s)
View + = 7% *ParentEntry  cn=Ussrsdc=in,de=orackde=com | G Select RON Atributels) | ser ID = |
Al
Basic User Information Pager -
Physical Delivery Office Nam
Postal Address
*Common Name User 1D Postal Code
Post Ofice Box
User Name Titke Room Number
First Name Emal Secretary
See Ao
q Last Name Mobile StasfProvince Name
Intizls Street
Telaphons Number 5 Uplsd
T
Organizational Information ¢ User ID
ir Mame h
Department Humber Labeled URD User Pecmrmna
Description Manager Q select Secretary Q select
Employes Humber Urgenization Sez Al Q select
Employae Type Grganizztion Unit
Contact Information
Home Phone Number hysical Delivery Offca Name Room Humber
Hnma Dnctal Ardrace . Stata/Drowinea Nama v

e And, Check the User ID Attribute checkbox.
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Directory Manager | Topology Manager
Directory Connections (] 00D % [IF]
@ Home °tg Data Browser b9 Advanced Search & Configuration i% Schema @ Security | & Metrics
Create new User entry Refrash | Create || Cancel
@ Network Group  nebwork-group
“Required
T opatatree O sesrch ®
View + SRR (D 1nformation
Entry *fou have unsaved changes,
ElRoct
@ de=in,de=oracle de=com o
“DarentEntry  cn=Usersdc=in de=orack de=eom | G Select O “RON Atributels) s ID =
Basic User Information
| @ * Common Name  superadmin @ *User I superadmin
‘ User Name Titk
First Name Emal
| @ *LastName  superadmin Mobile
Initials
53 Upload
Organizational Information
Department Number Labeled URI @ User Password  seeee
Descriptian Manager Q select Secretary () select
Emplayes Numbsr Orgeniztion Ses Ao Q sekect
Employez Typz Organization Unit v
1 3

e Add the values in the mandatory fields Common Name, Last Name, User ID and
Password.
Directory Manager | Topalogy Manager
Directory Cannections | [E] QD% [IF]
@) Home | T Data Browser | b9 AdvancadSearch % Configuration | ) Schema | L, Security | 69 Metrics
@ Hetwork Group  network-group T (3 Create new User entry
e DataTree | ) Seerch
v @~ B/ R (D) Information
Entry You have unsaved changes,
B Root
Qﬁ”'&:mm*:mm “PrentEntry  cn=Usersde=in dc=orackede=cam | G} Select © RON Abutels)  User DD E
% cn=Users
Basic User Information
@ * Common Name  superadmin @ *User 1D superadmin
) User Name Title
First Name Email
@ #LastName  superadmin Mabile
Initials
(23 Upload
Organizational Information
Department Number Labeled URT @ User Password sssss
Description Manager Q select Secratary Q select
Employes Number Grganization See Ako Q Select
Employes Type Organization Unit -
4 1]
e Click on Create and the user entry will be created.
Installer Pre-Requisite Setup Manual 153

User



Directory Manager I Topology Manager
Directory Connections oUD %

@) Home 72 Data Browser 6Q Advanced Search gﬁ Configuration | & Schema ‘%, Security &9 Metrics

& uid=superadmin
@ Network Group | network-group ¥ Pe

%2 Data Tree Q Search
View + - 7 » & confirmation

Entry Entry created successfully.
Root
@ doin de=oracle,de=com Distinguished Name uid=superadmin,cn=Users,dc=indc=oracle,dc=com
5 & cn=Groups Created by cn=crcladmin Medified by cn=orcladmin
A & en=Users Created at February 27, 2017 2:22:57 PMIST  Modified at February 27, 2017 2:22:57 PMIST
> [ vid=superadmin

User Page  Attributes

4 User Details:

Basic User Informatior

* Common Name  suparadmin UserID  syperadmin
User Name Title
First Name Email
*Last Name | superadmin Mobile
Initials

LDAP Installation and Configuration

Apply | Revert

“Required

X

[ Upload

Directory Manager | Topology Manager
Directory Connections (] OUD X

@ Home T3 Data Browser &9 Advanced Search | ¢ Configuration | & Schema | i Secury | 6 Melrics

uid=superadmin
@ Network Graup  network-group ¥ 8

T pataTree O Sezrch

Vewr B-RZRBRBTTF »

Distinguished Name wid=superadmin,cn=Users dc=in,dc=oracle.dc=com
Crasted by cn=orcladmin Modied by cn=orcladmin

UserPage  Attributes

Created at February 27, 2017 222:57 PM IST  Modified st February 27, 2017 2:22:57 PM IST

Refresh || Apply | Revert
“Required

User Details:
& & en=AdminMaker
& en=administrator Basic User Information
> i cn=Administrators
& @ en=AuthAdmin
» @ cn=Checker . -
» @ cn=CorporstadeiminChcker Common Name  superadmin User ID | superadmin
X ] porateAdminklsker A e e e
& & cn=CorporateUser
» @ en=Customer First Name Email
» @ laker
> i en=RetiUser *Last Name  superadmin Wohile
> @) cn=Viewer —
i cn=Usars n .
4 uidesuperadin El
> Organizational Information
* Contact Information
> Additional User Information
¢ Now, expand the Groups tab.
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Directory Manager | Topology Manager

Directory Cannections  [(E] OUD x B
(8 Home| 3 Data Browser| &9 Advanced Search | 49 Configuration | g Schema | {L, Securty 60 Metrics

i cn=Groups Refresh | Apply | Revert
@ Nebwork Group  nebwork-group
“Required
T2 DataTree O Search Distinguished Name cn=Groups de=in,de=oracle de=com
Ve @ - @ N Crested by cn=orcladmin Modified by cn=orclacmin
. . / x Ei ‘ ? ? Created at February 27, 2017 1:20:08 PM IST  Modified st February 27, 2017 1:21:08 PM IST
Entry
ElRoot Group Page  Attributas
@ de=in de=oracks,de=com
(3 T cn=Groups * Common Name  Groups

Group Information

=AuthAdmin Organization Unit Description
=Checker
Organization Business Cat
=CorporateAdminChecker & gory
=CorporateAdnintlaker 0 e Qe et v
=Corporatelser
Member Information

@ cn=leers
b § uid=superadmin

e Select Administrator Group.

Directory Manager | Tapsbay Manager

Directory Connections | (2] OUD % i)
@ Home | 3 Data Browser b9 Adwnced Search | 9 Configuration %, Schema | {l, Securiy | 69 Metrcs

& cn=Groups Refresh | Apdy | Revert
@ Nebvork Group network-group
“Required
T vataTree | O sesrch Distinguished Name en=Groups,de=in dz=aracle de=com
e @ - B o Crasted by cn=orclelrin Medified by cn=arcladrin
B-B/7%xulv? Crested st February 27, 2017 12L08PM IST  Modifed st Februsry 27, 2017 1:28:08 PH 15T
Entry
[ Root Group Page  Aliributes
@ dein,de=orack de=com

-@;%:Gm:dps.(:h .  Common Name  Groups
» @ en=AdminChecker

Group Information
> @i cn=Administrators o .
b @i cn=AuthAdmin Organization Unit Description

o @ cn=Checker

Organization Business Cat
" & cn=CorporsteldminChecker o e
> 1 owner Q sekect See Ao Q select
> & cn=Corporatelser
> i cn=Customer
» @i en=Maker Member Information
> & cn=Retaillser
b @i cn=Viewer Hember qpadd | 3 Delete
G cn=lsers Value
> § uid=superadmin Members ar not avaisble,

e Expand Member Information and click on Add button.
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Directory Manager | Topslogy Manager

Directory Connections (] 0D X [iF]
@ Home B3 Data Browser 69 Advanced Sesrch | 49 Confiquration | g Schems (L, Securiy | 6 Metrics

@ nsbuork Group  nstwork-graup T &ien=Groups Refresh || Apply Fever;
*Require
T ostaTree O sesch Fea 2
View = ~RARBUTE () Information
Entry You have unsaved changes,
ERoot Disinguished Name <n=Groupsdk=in dk =cracle de=com
e S p—— Ta——.
' 8 co=AdminChecker Crested st February 27, 2007 12403 PM IST  Modified st February 27, 2017 £:2108 PM 15T
» & co=Adminblaker

Group Page | Attributes

" 8 st * Cornman Name  Groups
» § cn=Authidmin

i & en=Checker

> & en=CorparateAdminChacker
& & en=CorporateAdminhlaker
b 8 en=Corporatellser Organization Unit Descriptian

1> &) en=Customer o

& i en=Maker Crganization Business Categary

. gz::‘.}:&w onmer Qseect Sez Ao Q seect
G cn=Users

b ) uid=superadmin Member Information

Group Information

@ Member b ll 8 Ll
v
The value of attribute,
Valua

I it=su pdmin,cn =Users dc=in dk =oracle de=cam | Q Seect
i, en=Uszrs, de=in, de =arscle de =com'

e Enter the entry of the user created in the previous steps.

Directory Manager | Topology Manager

Directory Connections | [I5] oup % (i)

(@) Home | 3 Data Browser | 69 Advanced Search || 9 Confiuration || & Schema | {1, Security | 68 Metrics

cn=Groups
@ Hetwark Group  network-group ¥ @ P

T patatree | O search
View v TR/RBRTF » @ tnformation
Entry ou have unsaved changs,

ElRoot
@ ce=in de=oraclede=com
B cn=Groups

Digtinguiched Name en=Groups,de=in, de=aracle de=com

Created by en=orcladmin Modfied by cn=arcladmin
Created at February 27, 2017 1:20:08 PM IST  Modified st February 27, 2017 1:21:08 PM IST

» & cn=Administrator Group Poge | RIS
> & cn=Administrators

> & cn=Authidmin

» @ cn=Checker

» @ cn=CorporateAdminChacker
» & cn=CorporateAdminMaker

* Common Name  Groups

Group Information

» & cn=Corporatelser Organization Unit Descripban
Organization Business Categary
> gm—:manmer Ouwmer ) select Sez Ao Q select
» @i cn=Viewsr
@ cn=Users
» § ukd=superadmin Member Information

O pember  dpadd 3§ Delete
Value
uid=superadmin,cn=Lsers,dc=in,de=oracle de=com Q Select

e Click on Apply to save the changes.
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orsctars maraer | 1o v I —

Directory Connections 0oUD % @

(@ Home 2 DataBrowser &9 Advanced Search &? Configuration | &% Schema @ Security & Metrics

& cn=Groups Refresh | Apply | Revert
@ Network Group - network-group ¥
*Required
°:g Data Tree q Search @
View = - ZRBEQLTT » [ confirmation
Entry Entry modifisd successfully,
Root
@ desindc=oracle de=com Distinguished Name en=Groups,dc=in de=oracle,dc=com
&l cn=Groups Created by cn=orcladmin Modified by cn=orcladmin
& @ cn=AdminChecker Created at February 27, 2017 1:21:08 PMIST  Modified at February 27, 2017 2:32:48 PM1ST

& g en=AdminMaker

& & en=Administrator
& cn=, -

i xz:i:tm:ﬂ:ﬁtm " *Common Name  Groups

&> & en=Checker

& & en=CorporateAdminChecker

& i en=CorporateAdminMaker

Group Page  Attributes

Group Informatior

> \m en=Corporateliser Organization Unit Description
b ) cn=Customer Organization Business Category
&> & cn=Maker
» & co=Retaillser Owiner Q, select See Also Q select
b i en=Viewer
& cn=Usars
b [ uid=superadmin Member Informatior
Member oy add  §§ Delete -
1 »

5. Adding Optional Attributes

e Login to ODSM Console. E.g. http://<hostname>:<port>/odsm.

Directory Manager | Topolegy Manager

Directory Connactions 0oUD X @

@ Fome % Data Browser b Advanced Search & Configuration | & Schema @ Security | &9 Metrics

@ Network Group  network-group ¥
12 DataTree q Search

vewr B-H/X%BR7FHDQ
Entry
[E) Root
@ de=inde=orade,dc=com
» & cn=Groups
& i cn=Users

e Under the Data Browser tab, expand the Groups
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Directory Manager | Topology Managsr

Directory Connecticns 0UD x @

() Home | 2 Data Browser | &4 Advanced Search & Configuration | &% Schema &m Security | &g Metrics

& cn=Administrator Refresh | Apply | Rewert
@ Network Group  network-group ¥
“Required

3 DataTree q Search Distinguished Name cn=Administrator,cn=Groups,dc=in,dc=oracle,dc=com

View TR/ RBRTFSE A O Created by en=ercladmin Modified by cn=orcladmin
Enry Createdat July 25,2016 5:31:16 PMIST  Modified at September 15, 2016 9:11:49 AMIST

Root Group Page  Attributes

@ de=inde=oracle de=com
& en=Groups

o * Common Neme  Administrator
[ & en=Administrator

1 &l en=Administrators
> & en=Authadmin Group Information
b & en=Checker
» @i en=Corporatelser
» @i en=Customer
» & en=Maker
» B en=Retailuser Qvimer Q select See Also Q select
» & en=Viewer

b @ n=Users

Organization Unit  Admin Destription

Organization Business Category

 Member Information

e Select a particular group, e.g. cn=Administrator.

Directory Manager | Topology Manager

Directory Connections 0UD x @

@) Home | 72 Data Browser &9 Advanced Search # Cofiguration | g Schema &w Security | & Metrics

& cn=Administrator Refresh | Apply | Revert
@ Network Group | network-group ¥
*Required
3 DataTree q Search Distinguished Name cn=Administrator,cn=Groups de=in,dc=oradle de=com
View v TH/ARBLTRH G O Created by n=ordladmin Modified by en=crcladmin
Entry Createdat July 25,2016 5:31:16 PMIST  Modified at September 15, 2016 9:11:49 AMIST
[E1Reat GroupPage  Attributes
@ de=inde=oracle de=com

& en=Groups Mandatory Attributes
& & cn=Administrator

Object Class ete
» & en=Administrators dpAdd 3§ Delete

» § cn=AuthAdmin Name
» & en=Checker groupOfUniquenames ngh-ct
1+ gl cn=Corporatelser ferole QSEIect
&> & en=Customer
» @ cn=Maker P top Q Select
»» & en=Retailliser
» & cn=Viewer @ dpadd $ Delete

> G en=Users Value

Administrator

> Optional Attributes

e Now, under the Attributes tab, expand the Optional Attributes.
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@ Network Group  network-group ¥
2 DataTree O Search

v F-B/RBETFHHQO
Entry
4 BlRoot
4 @ de=inde=oracle,de=com
4 g cn=Groups
b B cn=Administrater
b @ cn=Administrators
b & cn=Authddmin
b & cn=Checker
b @ cn=Corporatellser
» @ c=Customer
b @ cn=Maker
b B cn=RetailUser
b B n=Viewer
o @ en=Users

LDAP Installation and Configuration

@) Home T2 Data Browser 69 Adenced Search ¥ Corfiguration g, Schema  {, Securty 69 Metrics

Apply | Rewert

*Required

i cn=Administrator

Distinguished Name cn=Administrator,cn=Groups,dc=in,dc=oracle,de=com

Created by cn=orcladmin Modified by en=orcladmin
Created at July 25,2016 5:31:16 PMIST  Modified at September 15, 2016 3:11:48 AMIST

Group Page  Attributes
4 Mandatory Attributes 2

ObjectClass dbadd 3 Delete

Name
groupOfiiniquenames Q Select
fcRole
H top Q Select
o chadd 3 Delete
Value
Administrator

| Zoptinal attributes Show Attibutes

businesscategony g pdg 3§ Delete

Value
Attributes are not available,

description o pdd - 3¢ Delete

Value
Attributes are not available.

e Click on Show Attributes button.

Select Attributes

fha
Available Attributes Selected Attributes
feroleid uniguemember

businesscategory

seealso

owner

ou

0

description

3

¢ In the Filter type “fc” and click on Search button. It will show a entry for “fcroleid”.
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Select Attributes

-

Available Attributes Selected Attributes

feroleid uniquemember

businesscategory
seealso

avmer

ou

o

description

Lo coma

e Select the entry “fcroleid”.

Select Attributes
Fitr
Available Attributes Selected Attributes
uniguemember

businesscategory
iy

@ ouner

ou

] :esmptmn
&

Lox ) conel |

e Click on the arrow to move the entry on right side.
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Select Attributes

Fiter fe

Available Attributes Selected Attributes

uniquemember

e Click Ok and the attribute will be added to the Optional Attribute list.

Directory Connections oUp % =
(@ Home T DataBrowser | 63 Aanced Search 9 Configuration % Schema (i Securty 6 Metrics
cn=Administrator Refresh
G Network Group  network-group ¥ @
*Required
¥ DataTree O Search
vee F-B/RBLTESHAHO (©) tformation
Entry. ‘You have unsaved changes.
4 Bl Root
4 @ desin de=oracle decom Distinguished Name cn=Administrator,cn=Groups,de=in,dc=cracle,dc=com
4 & o=Groups Created by cn=orcladmin Modified by en=crcladmin
Createdat July25,2016 5:31:16 PMIST  Modified at September 15, 2016 9:11:49 AMIST
» & cn=Administrators ]
b @ cn=AuthAdmin R
» B cn=Chedker Administrator a
» & cn=CorporateUser
» @l cn=Customer ./ Optional Attributes Show Attributes
i & cn=Maker H
» & en=RetailUser businesscategory o add 9§ Delete
b & cn=Viewer Value
b & en=Users Attributes are ot avallable.
description * add 3¢ Delete
Value
Attributes are not available.
feroleid o Add | 9§ Delete
Value
Attributes are not available.
O dpadd 9§ Delete
Value
Attributes are not available.
v
H ‘ ’ “ HREH .
e Now, Click on the ‘+ Add’ button of “fcroleid” attribute.
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b & cn=AuthAdmin

b & en=Checker

&» & cn=CorporateUser
» @) cn=Customer

LDAP Installation and Configuration

Directory Manager | Topology Manager

Diractory Connections oUD X B
@ Home %g Data Browser &3 Advanced Search & Configuration 5%. Schema ﬁ= Security  &d Metrics
{th cn=Administrator Refresh | Apply = Rewert
@ netvorkGroup | netorkgroup ¥
*Required
T2 DataTree @ search Distinguished Name. en=Administrator,n=Groups, de=in,de=oradle,de=com
View TRZRBATEFLEAO =ordadin i
Entry Created at July 25, 2016 5:31:16 PMIST  Modified at September 15, 2016 9:11:49 AM IST
Bl Root GroupPage  Attributes
@ dc=in de=oracle, dc=com
= Administrator a
i cn=Groups
5 &l cn=Administrator
» 8 cr=Administrators Optional Attributes Show Attributes

businesscateqory o add 3¢ Delete

Value
Attributes are not available.

» & cn=RetailUser b description oy add 3¢ Delete
» & cn=Viever )
b B en=Users Attributes are not available.

fucleid o sdd 4 Delete

Value Value of eptional attribute froleid

EMPLOYEE

° ofeadd §¢ Delete
Value
Attributes are not available.

U oleadd 3§ Delete
Value
Admin

Refer to the table below and enter the value mentioned for the respective Group which is

being modified. E.g. for “cn=Administrator” group the value is “EMPLOYEE".

Groups

Value for ‘fcroleid’ Attribute

cn=Administartor

EMPLOYEE

ch=AuthAdmin EMPLOYEE
cn=Checker CORPORATE
cn=CorporateUser CORPORATE

cn=Customer

RETAIL

cn=Maker CORPORATE
cn=RetailUser RETAIL
cn=Viewer CORPORATE
cn=AdminChecker EMPLOYEE

cn=AdminMaker

EMPLOYEE

cn=CorporateAdminChecker

CORPORATE

cn=CorporateAdminMaker

CORPORATE
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@ Fome 2 Data Browser 09 Adwanced Search 4% Confiquration g% Schema {b, Security | 6 Metrics

cn=Administrator
@ Network Group | network-group ¥ ‘m

2 DataTree O Search
views [ - @/N?ﬂf&??&nﬁo (® Information
Entry You have unsaved changes.
Root
@ de=inde=oracle de=com
& n=Groups
» & cn=Administrator
i gi:::lmﬁﬁlm GroupPage  Attributes
» @i cn=Checker
»» @i cn=Corporateliser
»» @i cn=Customer
b @i cn=Maker
» & cn=RetailUser businesscategery  dpdd 94 Delete
> G cn=Viewer Value
> g n=Users Attributes are not avalable,

description o pdd 34 Delete

Value
Attributes are not available.

Distinguished Name en=~Administrator,cn=Groups dc=in,dc=oracle, de=com
Created by en=crcladmin
Created at July25, 2016 5:31:16 PMIST

Modified by cn=orcladmin

Administrator

‘Optional Attributes

Oferoleid  guadd ¥ Delete

Value

B [evrove
0 ofuAdd 3§ Delete

Value
Attributes are not available.

e Click on Apply to save the changes.
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irectory Manager | Topology Managsr

Modified at  September 15, 2016 9:11:43 AM IST

Refrash | Apply | Rewert
*“Required
£
Show Attributes
Value of optional attribute feroleid
Home
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10. Oracle Business Intelligence Publisher Installation

To install Oracle Business Intelligence Installation click here.

Home
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